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General End User Information
FCC Requirements

Means of Connection: The VIPedge does not connect directly to the telephone network. All direct
connections are made to a gateway. Please refer to the gateway manufacturer's documentation

Radio Frequency Interference

Warning: This equipment generates, uses, and can radiate radio frequency energy and if not installed and
used in accordance with the manufacturer’s instruction manual, may cause interference to radio
communications. It has been tested and found to comply with the limits for a Class A computing device
pursuant to Subpart J of Part 15 of FCC Rules, which are designed to provide reasonable protection
against such interference when operated in a commercial environment. Operation of this equipment in a
residential area is likely to cause interference, in which case, the user, at his/her own expense, will be
required to take whatever measures may be required to correct the interference.

Underwriters Laboratory

This system is listed with Underwriters Laboratory (UL). Secondary protection is required, on cus
any wiring from any telephone that exits the building or is subject to lightning or other electrical LISTED
surges, and on DID, OPS, and Tie lines. (Additional information is provided in this manual.) |39|_1E756

CPO01, Issue 8, Part | Section 14.1

Notice: The Industry Canada label identifies certified equipment. This certification means that

the equipment meets certain telecommunications network protective, operational and safety requirements
as prescribed in the appropriate Terminal Equipment Technical Requirements document(s). The
Department does not guarantee the Equipment will operate to the user’s satisfaction.

Repairs to Certified Equipment should be coordinated by a representative designated by the supplier.
Any repairs or alterations made by the user to this equipment, or equipment malfunctions, may give the
telecommunications company cause to request the user to disconnect the equipment.

Users should ensure for their own protection that the electrical ground connections of the power utility,
telephone lines and internal metallic water pipe system, if present, are connected together. This precaution
may be particularly important in rural areas.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities
of the local telecommunications company. The equipment must also be installed using an acceptable
method of connection. The customer should be aware that compliance with the above conditions may not
prevent degradation of service in some situations.

CAUTION! Users should not attempt to make such connections themselves, but should
contact the appropriate electric inspection authority, or electrician, as appropriate.

Important Notice — Music-On-Hold

In accordance with U.S. Copyright Law, a license may be required from the American Society of
Composers, Authors and Publishers, or other similar organization, if radio or TV broadcasts are
transmitted through the music-on-hold feature of this telecommunication system. Toshiba America
Information Systems, Inc., strongly recommends not using radio or television broadcasts and hereby
disclaims any liability arising out of the failure to obtain such a license.

Hearing Aid Compatibility Notice: The FCC has established rules that require all installed business
telephones be hearing aid compatible. This rule applies to all telephones regardless of the date of
manufacture or installation. There are severe financial penalties which may be levied on the end-user for
non-compliance.

Patent Marking for G.729a: Products may be covered by one or more of the following US patents and
their counterparts in other countries:
Us5,787,391, US5,717,825, US5,708,757, US5,754,976, US5,701,392, US5,699,482, US5,444,816



Toshiba America Information Systems, Inc.

Toshiba VIPedge Services Terms and Conditions

Refer to http://www.telecom.toshiba.com/Telephone Systems Support/VIPedge-Terms/terms-
andconditions.pdf

Toshiba America Information Systems, Inc.
Telecommunication Systems Division, VIPedge Acceptable Use Policy
Refer to http://www.telecom.toshiba.com/Telephone Systems Support/VIPedge-Terms/acceptableuse.pdf

Toshiba America Information Systems, Inc.
Telecommunication Systems Division, End User License Agreement
Refer to http://www.telecom.toshiba.com/Telephone Systems_Support/warranty.cfm

Toshiba America Information Systems, Inc.
Telecommunication Systems Division, End User Standard User Limited Warranty
Refer to http://www.telecom.toshiba.com/Telephone Systems_Support/warranty.cfm

Toshiba America Information Systems, Inc.
Telecommunication Systems Division, Redistribution of OpenSource GPL Attribution
Refer to Toshiba Internet FYI > VIPedge > Documentation.

Emergency Service (911) Warning

The VIPedge system must have a constant source of electricity and network connection availability to
function. In the event of a power failure or network availability outage the VIPedge system’s SIP service
will be disabled. The user understands that in the event of a power or network outage the VIPedge system
will not support 911 emergency services and further, that such services will only be available via user’s
regular telephone line not connected to the VIPedge system or gateway. User further acknowledges that
any interruption in the supply or delivery of electricity or network availability is beyond Toshiba’s control
and that Toshiba shall have no responsibility for losses arising from such interruption.

Security Warning

All equipment shipped to support the VIPedge system ship with the same default user names and
passwords. To help protect your VIPedge system from unauthorized administrator access change the user
names and passwords. Any equipment that is not properly protected may expose the system to toll fraud,
denial of service or other attacks.
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Chapter 1 — Administration Portal

DEALER This document is a guide to the VIPedge Dealer Portal setup and new
ADMINISTRATION customer administration.

Outline  The Dealer Portal is the administration entry point for VIPedge dealers.

New Dealer .

All Dealers .

Dealer Login 1.

3.

New dealers must login to their account to setup a password and, as
needed, edit the Account Details.

Add a New Customer to the list

Create then, submit a Quote to a customer

Process the order when the customer accepts the quote.
Make programming changes to a customer’s system

Assign Reps and Technicians

When your Dealer account is created by Toshiba you will receive a
welcome email from partners@vipedge.com. To ensure that you
receive this, and other, email be sure your email spam filter is set to
allow @vipedge.com into your mailbox.

The email will contain your user name (your email address) and a
temporary password. The user name is case sensitive.

From: Toshiba Dealer Program [partners @vipedge.com]
To: Barnes, Keith

Ce

Subject: Welcome to the Toshiba Dealer Program

Welcome to the Toshiba Dealer Program.

You can access the online order management systermn at hitps://vipedge com/dealer/
Username: k.barnes@tais.toshiba.com

password: [ NNGNN

Confidential for Authorized Dealers anly.

Use one of these browsers to access the VIPedge portal.
» Internet Explorer 8 or Internet Explorer 9

Administration Manual Apr. 2014
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NEW DEALER ROLES Dealer Login

4. Login to the VIPedge portal at www.vipedge.com

s oo V/Pedge.

LOGIN

LOG |
| ! Toshiba's Authorized Dealers
paguRl | | and/or VIPedge Customers
_,
Admin Login Link to Toshiba Training Site

Cloud-Based Telephone Selutions | | ink to Product Information Site
Not a customer yet?

Click Here to Learn More > 2

5. The first time you login the system will require a new password. The
new password must be a ‘strong’ password with the following:

» At least six characters, not more than 16 characters
» Atleast one character must be a capital letter
» At least one character must be a number

» Atleast one character must be a special character:
l@#S% &™) (

6. On the right side of the screen Enterprise Manager should be
running. If not click on Provision AC.

7. Click on Account Details to review your account details.

Note: When entering or editing your address remember that there must
not be a - (dash) or period (.) in the address.

Each time you login the Dashboard will be displayed. The dashboard will

be empty unless there are unpaid invoices or other notices.

NEW DEALER ROLES Sales Reps, Managers and Technicians can added to your container.

1-2 V/Pedge. Administration Manual Apr. 2014



NEW DEALER ROLES

Add New

Reps

Add New Reps

1. To add a new Rep, from the Dealer Portal, click on the New Rep
Account link in the Reps tab.

logged in logout

Deshboard _ customers _ quotes  [JIEIRR  servort
Company First Name Last Name Email Role Enterprise Manager a
Tobi Naturals Tobi Casanes matsridcsesl.com Project Manager RUNNING  Login to 2037372
Options

* Account Details

« Change Password
* New Rep Account
* Customer List

* DI

« Portability Check

nventory

® Product Catalog
® New Customer

2. Enter the infoprmation in the fields then select the Role. Refer to the
table below for an explanation of the roles.

DEALER PORTAL » NEW REP ACCOUNT

Dashboard Customers Quotes m Support
New Rep Account Information Enterprise Manager '
* required field RUNNING Login to 2000370
First Name *
. Options
Email Address * * Account Details
Retype Email * * Change Password
Country United States E| * * New Rep Account
Address 1 * * Customer Li
Address 2
City .
State Select... E| Portability Check
Postal Code * * Product Catalo
Phone Number = New Customer
Role
Man=ger Sales Manager Exports
Sales Rep
Majgr Account Rep E * Quates
giucenc;?;;nager
-
5 c
Roles 5 o 8 |5
8o 8al8al O 3 2
= @®© = 0 o c = ®©
C C © x < o c o c
. N ac|n = S 5 s
Permissions = S ) =
© [t
=
Add Customers - Create a new customer. X X X
Add IPT - Add IPT serial numbers associated with the customer. X X
Change Customer Rep - Assign a different role to a user. X
Edit Customer - Edit the Customer profile. X X X
View All Customers - View all customers for the dealer. X X X X
View Billing - View a customer's billing. X X X
View Customers -View their own customers. X X X X X
(Sheet 1 of 2)
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NEW CUSTOMER SETUP

Add to the List

<
Roles 5 3 8 oy
8g/8g|3g| 2 |8®
C © < x = o c
- N |n - S Fs
Permissions = K= @ =
T [
=
View IPT - View IPT serial numbers entered for customers in the
X X X X X
IPT tab.
View LNP - View LNP for customers. X X X X X
Add Reps - Assign new Reps to this dealer. X
View All Reps - View all of the Reps assigned to this dealer. X X
View Reps - View the portal, no view of other Reps. X X X
Create Port Request - Create new Port Requests. X X X
Edit Port Request - Edit existing Port Requests. X X X
Create Quote - Create new quotes or change orders. X X X
Delete Quote - Delete quotes. X X X
Process Quote - Process quotes accepted by the customer. X X
View All Quotes - View all quotes created by the dealer. X X X
View Quotes - View their own quotes. X X X X X
Manage Product Catalog - Create and manage the Dealer
Product Catalog.
Manage Servers - Create and manage change orders and see
X X X X
PBXs.
View AC - Access Enterprise Manager. X X X
View DID Inventory - Create a list of available DIDs. X X X X X
(Sheet 2 of 2)

NEW CUSTOMER SETUP Customers are added to your container in a series of steps.

Add to the List 1. To add a new customer click on the New Customer link in the Options

box on the right side of the screen.

2. Enter the customer’s information. Remember; no dash (-) or period (.)

in the address.

Note: The Customer Name must be 50 characters or less.

Important! Each customer must have a unique email address.

QUOTES The customer must be added as shown above before you can create a
guote. Click on Create new order to start a quote. The items that can be
selected on the New Order page and the quote process page, are shown

below.

1-4 V/Pedge.

Administration Manual Apr. 2014



QUOTES

VIPedge Services

VIPedge Services

Click to select VIPedge System. This is the license that creates the
system container for the customer’s VIPedge system.

Dashboard

Info m Services = DIDs Sites Call Records Billing LNP | IPT

Gwenneth  hightechtraining® hitech [T] Mational Account Status: Active Suspend Terminate

Customers Quotes Reps Support

- Teshiba TSD TS

Mew Order

VIPedge Services

{»' vIPedge Business Unlimited
VIPedge Cloud UC solution including SIP Trunking, advanced call processing, and UM UC applications.

Users: Qty Description

el

Rep: hi Tech Support

VIPedge Business Standard User {per user / per month)
VIPedge Auto Attendant (per user / per month)

VIPedge Net Channel (per user / per month)

VIPedge Business Accessory User (per user / per month)

Parked (Reserved) DID (per user / per month)

Users

There are five types of users.

The Business Standard User licenses allow one IP Telephone (IPT, or
IP4100) for each license. These stations can make and receive calls on
the Unlimited and Call Center channels defined later.

The Auto Attendant licenses allow a directory number but no physical
telephone. These directory numbers can receive calls from the Unlimited
and Call Center channels.

The VIPedge Net Channel license allows a network connection to a
Strata CIX or IPedge system. Each channel provides one conversation.
Determine the number of simultaneous network connections for your
network configurations up to the maximum of 64. VIPedge Net can
connect to a single IPedge system or Strata CIX system at each location.
When a multi-node system is in the network the VIPedge Net connects to
a single node.

Note that each Strata CIX system will require Strata Net licenses and
each IPedge system will require IPedge Net licenses.

The Business Accessory licenses allow an accessory only for use on
the VIPedge Business platform. This can be used for lobby phones,
warehouse phones, door phones or other internal SIP devices such as
external paging systems. DID, mailbox, Call Manager w/VolP Plug-in, or
Unified Messaging licenses are not included.

The Parked (Reserved) DID allows a directory number to be parked and
then used later. These DID numbers can be; numbers ported over to the
VIPedge or purchased but not yet placed in service. There is a fee for DID
parking, and porting charges still apply. Calls to parked numbers will be
answered with a “not in service” message.
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QUOTES

Package

Package

Unlimited Channels

Call Center

Trunk Channels

Build A Quote

There are two types of packages:

e Unlimited (up to 1200 minutes average per channel)

e Call Center (Over 1200 minutes per channel)

The channels for a system will be one or the other, not a mix.

VIPedge Channel - Unlimited - These both way channels include up to
1200 minutes (average) Local and Long Distance minutes. International
Calling is charged on Per Minute basis. There must be at least one
standard user when these are ordered.

Unlimited Local / Long Distance service is subject to Toshiba’s Acceptable
Use Policy. The policy can be viewed on Toshiba’s web site: http://
www.telecom.toshiba.com/Telephone_Systems_Support/VIPedge-Terms/
acceptable-use.pdf. If a business fits the Call Center classification for one
or more months, the business will be re-configured with “V-BIZ-CHCC -
VIPedge Channel - Call Center” channels and will be charged based on
the standard Call Center per minute rate plan.

VIPedge Channel - Call Center - These both way channels are charged
Per Minute for Local, Long Distance and International calling. The first
1200 Minutes of Local and Long Distance is included, then charged Per
Minute for overage. International Calling is always charged on a Per
Minute basis. There must be at least one standard user when these are
ordered.

Concurrent Calls is the number of simultaneous trunk calls the system
can support.

Quotes, once started are automatically saved. If you exit the quote before
sending all of data is saved and will be displayed in the Quotes tab when
you return.

In the admin screen select Customer List.
Click on a customer in the list.

Click on Create New Order.

Eal A

Select the amounts of each item. VIPedge Services and Account
Options are automatically added to the column on the right. Phones
and Equipment are not added until the Add Selected Items button is
clicked.

5. The Installation and Peripherals section is used to add labor and
installation costs. These are added when you click the Update Totals
button.

6. Select the Freight and Handling method. This charge will be added
to the One Time total.

7. Select:

Email Quote - Sends an email of the work sheet. This is only the
information about the quote. You must submit the quote for the
customer to accept it.

Create PDF - Creates a PDF document of the worksheet
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DID AVAILABILITY Process a Quote

Submit Quote - Sends the quote to the customer with a link in the
email. This link allows the customer to accept the quote.

8. After the quote has been accepted and the payment details are
processed you will be able to start programming that customer’s
service. Logon to the Dealer Portal, display the customer list. Select
the customer then, click on login to server. Login to Enterprise
Manager.

Process a Quote  When the quote was submitted an email was sent to the customer. The
email includes a PDF of the quote. Also, in the email is a secure link to the
VIPedge system and a temporary password. The customer can accept or
refuse the quote. When the customer accepts the quote he/she will go to
the account setup section. This is where the credit card or bank account
information is entered. This information is not available to the dealer.

When the customer completes this process the dealer will receive an
email that the order has been accepted. This email includes a link to the
VIPedge system.

1. Login, the order information will be displayed. Scroll to the bottom of
the page.

Click on the Process Order button.
The customer server will initialize.

4. After the server has initialized you will be able to login to Enterprise
Manager for this customer.

Note: Do not make any programming changes until the server has been
licensed.

5. When the licenses have been applied you can begin the customer
database programming.

DID AVAILABILITY In the Dealer Portal click on the DID Preview link to find available DID
numbers in your customer’s area.
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DEALER LOGO

Create a Catalog Item

DEALER LOGO

Your dealer logo can be uploaded to your container and will be included
on Quotes and Invoices sent to your customers.

TOSHIBA

Leading Innovation >>>»

Dashboard

ACCOUNT DETAILS

Customers

V//Pedge.

logged in as Amadaeus Mozart logout

Quotes Reps Support

My Details

Wolfgang
Amadaeus Mozart
7 Chaumont

\

Enterprise Manager £

RUNNING Login to 2000460

Edit

Options

Foothill Ranch, CA 92610

9498375988

dpbdealer@gmail.com
Dealer ID: 10900101

Browse

My Logo  edit

Upload your logo {ipg, jreg) 1 ME limit!

»

[C:\Users\z01137as\Pic _ Browse

V/Pedge.

Exports

Delete Logo!

DEALER CATALOG

Create a Catalog Item

1. Inthe Account Details, in the Dashboard tab, click Edit. Then
Browse to navigate to the logo file.

2. Click on Submit.

To allow dealers to provide customer support services to VIPedge
customers, a Product Catalog has been created. This feature allows
dealers to create services that are added to the monthly service section of
the quote.

Only products in the catalog can be added to a Quote. Catalog items can
only be sold when a new quote for a customer is created. A quote only for
catalog items cannot be created. Catalog items cannot be added to a
Change Order.

Items must be in the catalog before you can add them to a quote.
1. Login to as dealer.
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DEALER CATALOG Create a Catalog Item

2. Click on the Product Catalog link.

-

TOSHIBA Ulpeabe .

Leading Innovation >

logged in as Quentin Tarantino logout

DEALER PORTAL

Dashboard Customers Quotes Reps Suppert
Dealer Products Add Service Enterprise Manager &'
Authorized Dealer Provided Services RUNNING Login to 2000492

Options

m

= Account Details

= Change Password
* New Rep Account
* Customer List

= DID Inventory

* Product Catalog

= New Customer

Exports
- QLIC-:ES

Click on add services.

Fill in the form and click add product.

The billing cycle is always Monthly.

The Status is enabled. Selecting Disabled will remove the product
from the catalog.

logged in as Quentin Tarantino logout

DEALER PORTAL

Dashboard Customers Quotes Reps Support
Dealer Products Add Service Enterprise Manager '
Authorized Dealer Provided Services Add Product cancel RUNNING Login to 2000492
G“ame Gold star Service Level )
— = Options
Description |1 hour response time. - L
Full user support by telephone » Account Details
= Change Password
il = New Rep Account
Price 20 = DID Inventory
@illing Cycle | Monthly E“ ) * Product Catalog
Status Enabled El = New Customer
Add Product
Exports
* Quotes

5. You can edit the item or add additional items.
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DEALER CATALOG Create a Catalog Item

6. The product will appear as an item that can be selected in a quote.

IP5631-5DL IP Phone $124.99 ea.

1P Phone, S-line black and white display. 100 Megabit Ethernat, With Backlight Qty

* Depo
Wireless SIP DECT handset

$100.99 ea.

.
Add Selected Ttems Expqg

Q
Installation & Peripherals

User Installation (543.3% increments) Gty EI
Installation of User Service including IP Phone and/or UC Client, DID Setup, and Feature Configuration.

Toshiba is not respansible for the following services which are provided by the Authorized Dealer per such dealar's terms and
conditions.

( Gold star Service Level

-
$20.00 ea.
— ) [E

1 hour response time. Full user support by telephone Gy [
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ACCESS the CUSTOMER SYSTEM Customer User Access

ACCESS the CUSTOMER The procedure shown below can be used to access a customer’s server
SYSTEM through the Dealer Portal. This is used to login to Enterprise Manager for
programming that customer’s database.

Login to the Dealer Portal.

Select Customers.

Click on customer name in the list.
Click on the Servers tab.

Click on the Login to Server link.

2

In the Enterprise Manager login screen enter your dealer login.

Note: If this is the first time you have entered this server be sure that
the server has licenses before starting any programming.

7. You can edit the server name. A descriptive name can make
administration easier.

Customer User Access This procedure is used to create the link for the Users to login to the
EMPA on the Customer’s server.

Login to the Dealer Portal.
Select Customers.

Click on customer name in the list.

A

Click on the Servers tab.

http://acXXXXXXX.vipedge.com:8080/oamp/?server=cpXXXXXXX.vipedge.com

Dashboard .Em Quotes Support

Info || Orders Call Records || Billing || LNP | IPT Enterprise Ma%er &
Tech Docs Tdoc@Tdoc.com Status: Active Deactivate RUNNING
TechDocs Inc

T8038980 [cf VIPedge Server [unnamed - edit] Status: RUNNING % Login to Server .
Options

Agreement Dates: 2012-06-28 through 2014-06-28
Show Trunks Show DIDs Order DIDs Change Order Manage Server * Acoount Details

http://ac4110411.vipedge.com:8080/oamp/?server=cp1333333.vipedge.com

5. At the top of the example above is the format of the EMPA address
(URL). Insert the AC (login) and CP numbers as shown.

6. The URL shown at the top of the example above is the address that
will be given to the station users and/or the system administrator for
the customer.

CUSTOMER SERVERS 1. Login to the Dealer Portal.
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CUSTOMER SERVERS

Customer User Access

2. Select Customers.
3. Click on customer name in the list.
4. Click on the Servers tab.

CUSTOMER » SERVERS

Dashboard Customers Quotes Support
Info Orders m Call Records Billing LNP IPT
Tech Docs T5DdocOne@hotmail.com Status: Active Deactivate
- Toshiba TechDocs Inc
T628638 [cp3303333] VIPedge Server [unnamed - adit] Status: RUNNING & Login to Server
Agreement Dates: 2012-06-28 through 2014-06-28
Show Trunks Order DIDs Change Order Manage Scrver Cancel Order
5. Click on:

Show Trunks - Displays the number of each type trunk and the
international calling level allowed.

Show DIDs - Display a complete list of DID (used and unused). Click
Check DID Order to display the status of each DID number.

Change Order - Add or delete users, channels; Order IPTs

Manage Server - Used only as directed by Toshiba Technical
Support

Cancel Order - Intended to delete an order made in error. When
Cancel Order is selected a cancel request is send to Toshiba’s
administration center. When Toshiba gets the cancel order customer
order is canceled. If an active account is selected the order and the
telephone system is canceled and deleted.

CAUTION! Do not Start Server, Stop Server, or Reboot Server unless
instructed by Toshiba Technical Support.
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Chapter 2 — Network Requirements

Important! Toshiba requires a through network assessment before

deploying a VIPege system. Toshiba recommends the
assement take place pre-sale. During and after
installation setup network monitoring with a tool such as

MyConnection Server" by Visualware®.

NETWORK Listed below are the requirements for a successful VIPedge
REQUIREMENTS implementation.

LAN Requirements .

VolP Requirements for .
Remote Users

VoIP Requirements for e
WiFi Users

Network Assessment (Pathview and/or AppCiritical or Similar)
Network topology diagram

POE for IP telephones is recommended

Layer 3 voice prioritization

— Layer 3: DiffServ:Enabled

— Type:DSCP / DSCP for Voice: 46

88kbps (G.711 audio) in each direction per simultaneous call
32kbps (G.729 audio) in each direction per simultaneous call
Jitter: 10mS or less (+/- 5mSec)

Packet Loss: <0.1%.

Full Duplex Ethernet on all ports

Target MOS (Mean Opinion Score) is 4.0

Recommend LG / Ericson 8/24/48 port switches

Network Reliability — on the link in the customer’s control 99.99%
Layer 3 voice prioritization recommended

— Layer 3: DiffServ:Enabled / ToS Type:DSCP / DSCP for Voice: 46
88kbps (G.711 audio) in each direction per simultaneous call

Note: Media traffic may be Peer-to-Peer, depending on endpoint
type and where the calling party and called party are located.

Less than 80 ms latency recommended
Jitter: 20mS or less (+/- 10mSec)
Packet Loss: < 1%

VolIP Products and Applications
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NETWORK REQUIREMENTS

Router/Firewall

Router/Firewall

WAN

— PCs with Call Manager

QoS

— 802.11e/WMM recommended

— Layer 3 DiffServ/[DSCP/ToS 46

Network Reliability: 99.99%

88kbps (G.711 audio) in each direction per simultaneous call
32kbps (G.729 audio) in each direction per simultaneous call

Note: Media traffic is Peer-to-Peer, depending on endpoint type
and where the calling party and called party are located.

Less than 80 ms latency recommended
Jitter: 20ms or less (+/- 10mSec)
Packet Loss: < 1%

Support for 802.11b,g,a & n

Adtran Netvanta® router/firewall
Cisco® ASA firewall

The router/firewall setup is critical to the successful deployment of
voice services with QoS. To ensure successful deployment, Toshiba
will support the above mentioned routers only.

The wide area network (WAN) data service is critical to the successful
deployment of VIPedge service. Business quality services must be used.

Business-class Cable service
T1/E1 data service
Metro Ethernet data service

Note: DSL services are not supported.
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Chapter 3 — System Installation

Important! The customer server must be licensed before you make
any program changes.

VIPedge SERVER SETUP VIPedge server setup is done through the Dealer Portal. Some of the
basic data base programming, such as Station and Voice Mail DNs, are
already done.

1. Login to Enterprise Manager on the VIPedge server using your dealer
User ID (email address) and Password.

User 1D:

Password:

Session Timeout:
Il Remember me

System Summary 2. The System Summary information must be entered. The first screen
Information shown after login is the System Summary. Click on the Edit icon.
Enter the Enterprise Name and Address for this server. Enter the
phone number and an email address. Click on the OK button.
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LICENSE

Display License Information

LICENSE

E911 C
SETUP

Display License
Information

USTOMER SITE

E911 Customer Site
Address Setup

Site (Telephone Location)

Assignment

Licenses are available through the VIPedge Dealer Portal. After the
licenses have been purchased Toshiba will load and apply the licenses.

To display the items and quantities licensed on the server.

1. Login to the Enterprise Manager on the VIPedge server you want to
check.

Select Maintenance > Licensing > License Information.

Select the server to display.

Note: The License Information may not be available to all Enterprise
Manager Users.

When the DID numbers are assigned in the Dealer Administration portal it
is critical that the physical address, the Emergency Response Location
(ERL) of each telephone is also entered. When the system is brought
online the first time the address of each station will be entered into the
national E911 emergency dispatch database. The warning labels shipped
with the telephones must be applied to each telephone. The text of the
label is shown below.

WARNING! You may NOT be able to contact emergency personnel
by dialing 9-1-1 from a telephone or from Call Manager.
Use an alternate service, e.g., a mobile phone, to dial 9-
1-1if thereis no dial tone; emergency personnel do not
answer when you dial 9-1-1; or you reach the wrong
emergency call center unless instructed otherwise.

Each VIPedge telephone set is identified by it's DID number. The physical
address (ERL) of that DID number must have the address entered into
the national E911 emergency dispatch database.

When a telephone, defined by the DID number, is moved to a new
location, the new address must be entered into the national E911
emergency dispatch database as a new ERL.

Important! Although their IP phones should be appropriately labeled
to indicate that they are not to be used for 911 calls,
dealers are still responsible for ensuring that address
change notifications are handled promptly and
accurately.

The address of every telephone location must be programmed into the
system. Select the customer then click on the Sites tab.

1. Inthe Sites tab click on ADD NEW CUSTOMER SITE.

2. Enter a name for the location, the street address, City, State, and zip
code.
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E911 CUSTOMER SITE SETUP E911 Address Setup

Select Service Address from the Site Type pull-down.
Click on Continue.

The system will attempt to verify that the address you entered could
be vaild. If the address does not seem to be valid the system will
prompt for corrections.

6. If the address seems valid you will be presented with one or more
addresses. Click to select the correct address then click on Submit.

CUSTOMER » SITE LOCATIONS

Dashboard Quotes Reps Support
Info | Orders | Servers @ DIDs m Call Records Billing LNP | IPT Ente
Robert Delong | lgruelie sy f Lo ¥ National Account Status: Active Suspend Terminate RUNN
X Rep: " Mvnss: -,
. Opti
Add New Customer Site
- Enter Site Details =
* Ch|
Friendly Name: | . e
Site Type: Service Address : . Cuf
Street: | = DI
| * Pryg
City: | * e
. Cri
State: AL : Zip: 0 - ]
cancel
EXpoy
PO Boxes may not be used as locations/sites.
- L
Available Sites
Friendly Name Address City State Postal/Zip Site Type Default
AUTO GEMERATED 33 PARKER IRVINE CA S2618-1605 Service I_ q o F X

The Site setup can also be entered from the DID tab. Click on Add New
ERL.

E911 Address Setup When the DID numbers ordered (Servers > Order DIDs) the system
requires an address to process the order. That address is the default ERL
address for all of the DIDs ordered. To change the ERL of a DID number
go to the Customers DIDs tab (refer to the figure below). Click on the link
next to the DID number.
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E911 CUSTOMER SITE SETUP

E911 Address Setup

1. To assign an ERL address to a DID number select the DID tab. Then
click on the ‘site’ link for the DID number.

CUSTOMER » DID SETTINGS
Dashboard -Em Quotes Reps Support

Info | Orders | Servers m Sites || Call Records | Billing || LNP || IPT Enterprise Manager ]
Robert Delong cottontest@yahoo.c, I National Account  Status: Active Suspend Terminate RUNNING  Legin to 5250525
b4 Rep: SAnders
Site links e
T393293 [cp1131131]  VIPedge Server [unnamed] Add New ERL P

/ = Account Details

* Change Password

Head Quarters: 17 PERLMONT CIR. FOOTHILL, CA 92610-2327 * New Rep Account
David Anderson : 52 LAMONA , FOOTHILL, CA 92610-2327

Type DID DID Type
=TD 17144654078 ELS/LT
=TD 15095815552 ELS/LT

STD 18183244273 ELS/LT = Customer List

sTD 18185244278 ELS/LI Head Quarters: 17 PERL MONT CIR, FOOTHILL, CA 32610-2327
sTD 176089046458 ELS/LT Head Quarters: 17 PERL MONT CIR, FOOTHILL, CA 32610-2327 * DID Inventory
£TD 17146467661 ELS/LT Head Quarters: 17 PERL MONT CIR, FOOTHILL , CA 92610-2327 » Product Catalog
sTD 17146467580 ELs/Lr David Anderson : 5P LAMONA , FOOTHILL , CA 92610-2327 v New Customer

STD 17146457578 ELS/LT
STD 17146467442 ELS/LT
STD 171445354073 ELS/LT
STD 18184954730 ELS/LT

Head Quarters: 17 PERLMONT CIR. FOOTHILL . CA 92610-2327
Head Quarters: 17 PERL MONT CIR, FOOTHILL, CA 92610-2327
Head Quarters: 17 PERLMONT CIR, FOOTHILL, CA 92610-2227
Head Quarters: 17 PERLMONT CIR, FOOTHILL, CA 92610-2327

* Create New Order

Exports

I Lcoinnnizal MIDodoo & L Al o

CUSTOMER » DID ERL SETTINGS » +18184954790

2. The display will change to show the current ERL assignment.

Dashboard

Info | Orders  Servers m Sites | Call Records Billing LNP || IPT

Robert Delong  Lig-owii:. T@rah- o I/ Mational Account Status: Active Suspend Terminate
X Rep: | *adz:. a
rCurrent ERL rChange ERL
The current Emergency Response Location ERL for Head Quarters - |
+18184954790 is provisioned as: Head Quarters

David Jones ESQ

Head Quarters

17 CHAUMONT CIR
FOOTHILL RANCH, CA 92610-2327

Hide Available Sites

(Available ERLs

ATITo SR A T SIS SCRICD AT

3. To change the address select the new address form the pull-down
menu in the Change ERL section.

Click on Update.

Wait several seconds while the system changes the ERL address in
the system database and sends the notice to the national dispatch
database.
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Chapter 4 — Station Install

VIPedge STATION This chapter covers the IP Telephone installation steps. Additional
INSTALL detailed information is available in the IPedge/VIPedge IP Telephone
Installation manual.

1. The client’s VIPedge container must be setup. Refer to the previous
chapters of this manual.

2. The dealer then enters the Serial Numbers of the IP5000 series
telephone into the container.

Program the IPT stations into the customers database.

4. Install the stations at the customer site.

ADD / REMOVE IPT The portal is built to accommodate the addition or deletion of IPT’s. This
SERIAL NUMBERS function is the process that used in the warranty replacement of a phone.

Add IPT Serial Number Use these steps to add and delete IPT serial numbers to/from the portal.
1. Login and select your customer.
2. Select the IPT Tab.
3. Click on GO.

CUSTOMER » PHONE PROVISIONING

Dashboard Customers

Info Orde| rvers Call Records = Billing LMP
Al Schartz e Status: Active Deact
UPtop, Inc.

Add Mew Configuration

Welcome to the Phone Provisioning Tool.

This automated provisioning tool will allow you to easily and cost effectively build and manage your
configuration files. Setup only takes a few minutes. All you need is the MAC address, and make/model of
your phones.

Phone Configurations are securely stored on the Phone Provisioning server, backed up nightly and always
available. This web interface will allow you to manage each phone on your system where you can come
back at any time to modify its parameters.

4. Enter the IPT serial number.

5. Click add another phone and add the next serial number, repeat for
all that you want to add.
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ADD / REMOVE IPT SERIAL NUMBERS Delete IPT Serial Number

6. Click Submit.

CUSTOMER » PHONE PROVISIONING

Dashboard Customers Quotes Support

Info Orders Servers Call Records Billing LMP IPT

Al Schart @Ei@uptop
. al@w@uptop .com Status: Active Deactivate

UPtop, Inc.
Add MNew Configuration

Select CP: 75777 - cpe46asa ||

nes
ber: | |

ad another
cancel [SubMg

Delete IPT Serial Number When you need to delete a serial number:

1. Click on the customer’s number
(in this example: + cp6464064 — UPTOPY).

2. Find the serial number to be deleted and click on delete.

CUSTOMER » PHONE PROVISIONING

Dashboard Customers Quotes Support

Info Orders | Servers Call Records | Billing LNP i)

Al Schartz alon@uptop.com Status: Active Deactivate
UPtop, Inc.

m\ Add New Configuration
tions (by Server)

- cp1000064 - UTOPY \)

Serial Number: T123435678% =dit delete

add ancther phene
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STATION PREPARATION Client Site Install

9. Click on OK to delete the serial number.

Are you certain you elete this configuration?

0K ] l Cancel

STATION PREPARATION The IP Telephones (IPT) must have software level M2P2 or later. If the
telephone is already software level M2P2 or later go to Client Site Install.
If the telephone is not software level M2P2 or later go to Station Software
Update.

Client Site Install The LAN must have POE or a local power supply is required for each IPT.
Do not use both.

Note: A DHCP server must be deployed in the customer network in
order for IPT phones to obtain their IP address and public DNS
server address.

Plug the IPT into the client's LAN. The IPT will boot up.

1. After the IPT connects to the VIPedge service a prompt to enter the
Directory Number will appear.

Enter the DN then, press the Enter soft key.

If prompted enter the Password then, press the Enter soft key.

The telephone is ready for use.

Station Software Update  The IPTs must have software level M2P2 or later. If the telephone is
running earlier software refer to the IPedge Install manual for the IPT
software update procedure.
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IPT POWER REQUIREMENTS

Client Site

IPT POWER

Client Site

REQUIREMENTS

When the telephone has been updated, plug the IPT into the client's LAN.
The LAN must have POE or a local power supply is required for each IPT.
Note: Do not use both. The IPT will reboot.

After the reboot a message will appear on the screen about entering the
URL. Use the following procedure to configure the telephone.

1. Simultaneously press 3 + 6+ 9 + Hold keys.

o o M wDN

Press the Exec soft key.

Press the Initialize soft key.
Press the All Data soft key.

Press the Exec soft key again.

Directory Number will appear.

7. Enter the DN then, press the Enter soft key.

The telephone is ready for use.

After the IPT connects to the VIPedge service a prompt to enter the

The table below shows the power consumption of the IPTs. This table can
be used to estimate PoE power requirements and UPS backup time.

Table 4-1 IP Telephone and Add-On Module Power Consumption
Telephone Option Power Rating | Current | Typical Typical IEEE802.3af
Model Model | Qty (Watts) (A) L (Watts) 2 | Current (A) 3| PD Class
IP5131-SDL none -- 7.4 0.15 6.2 0.13 0
IP5531-SDL none -- 3.6 0.08 3.0 0.06 2
IP5631-SDL none -- 4.1 0.08 3.3 0.07 2
IP5131-SDL | LM5110 2 10.3 0.21 8.6 0.18 0
IP5131-SDL | LM5110 1 9.4 0.20 7.8 0.16 0
IP5631-SDL | LM5110 2 6.4 0.13 5.3 0.11 2
IP5631-SDL | LM5110 1 5.6 0.12 4.7 0.10 2

1. Power ratings are only telephone and option modules consumption. The values do not include LAN
cable power loss, and apply to PoE, not local power supplies.

2. Typical means that it is only an example and there is no guarantee implied. The “typical” value might be
used for a calculation of actual UPS backup time in an average installation

3. Typical Current (A) = Typical Watts / 48 v

STATION PROGRAMMING

For detailed station installation and programming procedures Refer to the
IPedge / VIPedge IP Telephone Installation manual available on Toshiba’s

FYI web site.
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Chapter 5 — SIP Trunk Configuration

VIPedge SIP TRUNK The client’s VIPedge container must be setup.
OVERVIEW

TRUNKS

INTERNATIONAL DIALING

1. Login to your dealer portal. Select the customers tab.

2. Order new DID numbers, complete request to port existing DID

number or, both.

The total number of DID numbers cannot be greater than the number of

users.

1. Login to the Dealer Portal.

2. Select Customers.

3. Click on customer name in the lis1t.
4. Click on the Servers tab.

CUSTOMER » SERVICES

Dashboard Customers Quotes Reps Support

Info | Orders m DIDs | Sites || Call Records || Billing | LNP | IPT Enterprise Manager
Ozzy Anderson tuetunevipS@yahoo.co [7 national Account Status: Active Suspend Terminate RUNNING  Loginto 2000:
Black Yes Rep: R rep
= Options
T325640 [cpl000200]  VIPedge Business Unlimited [unnamed - dit] Status: ERROR D L

Agreement Dates: 2013-03-11 through 2015-03-11
Show Trunks Order DIDs Change Order Manage Server

T775793 [cp1000210]  VIPedge Business Unlimited [unnamed - edit] Stifec Eanee®
Agreement Dates: 2013-03-11 through 2015-03-11

Show Trunks Order DIDs Change Order Manage Server

T268755 [rni0002111 VWIDadna I d - adit] 7]

5. Click on:

Show Trunks - Displays the number of each type trunk and the

international calling level allowed.

Show DIDs - Display a complete list of DID numbers (used and

unused).

the following procedure to enable international dialing.

1. Login to the container administration and select your customer.

2. Select the Servers tab.
3. Click on the Show Trunks link.

All VIPedge systems have international calling disabled by default. Use
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ORDER NEW DID NUMBERS

4. The Account Level International calling will be set to Disable. Click
on Enable.

CUSTOMER. RVERS

Cllst{°
Info Orders GRS Fall Records | Billing LNP | IPT

Al Scartz

Dashboard

UPtop, Inc.

o

[cp0640644]

Quotes

Support

al@uptop.com

VIPedge Server [UPTOP- edit]
t Dates: 2012-10-23 through 2014-10-23

Status: Active Deactivate

Status: RUNNING i

Login to Server

Enterprise Manager

RUNNING Login to 2200

Options

* Account Details

Show Trunks Show DIDs Change Order Map~v ‘Gerver
” close

Account level International calling is Diszbled. [Enable]

Trunk #:
7735773768
Identifier:ELS/LI

Trunk level International calling: | US48 anly =]

Trunk #:
2794327279
Identifier: TF

Trunk level International calling: | US48 only El

* Change Password

* Customer List
+ DID Inventory
Password: modify * New Customer
gt5fi7 yjecag3

Channel Limit: &
» Create New Order

istration Status: REGISTERED
3785773768@21.50.5.8:5060/n/a

Channel Limit: 0

US48 & Canada ~ R
Password: 1all of North America istration Status: NOT REGISTERED
ay3qck483na| Internaticnal tact not found/user agent not found

ORDER NEW DID

NUMBERS

5. Use the pull-down menu in the Trunk level International Calling
line. Set the appropriate level for your customer.

Trunk Level 48 Contiguous Alaska__& Canada | Mexico All Oth_er
States Hawaii Countries
US 48 Only Yes Yes No No No
US48 & Canada Yes Yes Yes No No
All of North America Yes Yes Yes Yes No
All International Yes Yes Yes Yes Yes

Use the VIPedge Destination Restriction feature to limit calling areas
if needed. The changes will take effect immediately.

This procedure is for ordering new DID numbers. For porting existing DID
numbers to this system refer to “E911 Customer Site Address Setup” on
page Chapter 2 —2.

Login to your dealer account and select the customer server.
Click on the Servers tab.
Click on the Order DIDs link.

Verify that the address shown is the physical location of the stations
that will use the DID numbers you are about to order. This address is
the ERL that will be will be sent to the Public Safety Answering Point
(PSAP) when one of these stations dials 911.

Note:

Eal A

To change the address for a DID number refer to “E911
CUSTOMER SITE SETUP” on Page 2

5. Select the Area Code.

5-2
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PORTING EXISTING DID NUMBERS Summary

6. Click on Select Numbers.

7. The available DID numbers will be displayed. Check mark the DID
number you want to order.

Note: The quantity of DID numbers cannot exceed the number of trunk
user licenses on this system.

8. Click on Order Selected DIDs.

PORTING EXISTING DID VIPedge R1.4.3 and later systems have three enhancements to Local
NUMBERS Number Porting (LNP); a Summary, a Detailed View, and a Dashboard.

Summary Dealers will be able to view the a summary of their port requests.

Infe DOrders Savaers DIDs  Sites  Cell Records  Billing m IPT

Big MeLargeiag miEANSETEEMAd Cor B Masionad account SRatwi: Acthw Suspend Termimddle
Space Mo iy [nc Raw; 5 Churkman

LNP Raquasts Total Raguasts: 3

Status Croated Bate Request 10 Biling Telephana FOC Date Modified Date

SLBHTTED FOR ONORIDNT SYMARIE A AL S 3 ety LR ]

PRO Ll G

REJECTED OrDR 01D ERJHLMAMER AHSMT O I 2003

SUBHITTEDR 1O o Ld20a P fssn TR T ER Or a8 2013

CAEHIER

Detailed view and Upload The new Detailed View includes Comments, History, and the ability to
LOA for LNP  ypload the Letter of Authorization (LOA) agreement directly. Also,
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PORTING EXISTING DID NUMBERS Local Number Porting Procedure

improve the reliability of the Firm Order Commit (FOC) date, the it can be
set after the LOA has been uploaded.

CUSTOMER » LNP DETAIL VIEW

Dashboard Quotes Reps Support

Info | Orders | Services | DIDs | Sites | Call Records | Billing | LNP | IPT Enterpri
Erin Cookle tosh _ad ecook@yahoo. [_] National Account g0 active Suspend Terminate RUNNING
Cookle Cooking Company Rep: S Chunkman
Options
= Accour
INCOM_PLETE Update Request  ~ = Chang
Last Modified: 09/13/2013 R
Request ID: KMMFFXHZRA Submit for Review br
(3754247382 - cploD1026 t) Delete This Request |
Active: 13 Parked: 0 lue
c
|te
Request Information Customer Information
Billing Telephone: 6783848235 Company Exports
CID Display: Philadelphia Eagles Philadelphia Eagles Football Club = Quotes
Block CallerID? O Name
Block Third Party? U Jeffrey Lurie
Block Collect? ol Address
Numbers to Port 1 Linceln Financial Field Way
Active
2152323000,2152323001 ) )
City State Zip
Parked Philadelphia PA 19147

| | Email
info@philadelphiaeagles.com

Documents

=] LOAsample.pdf
Upload Documents: @ Print LOA: @

Comments

History

Local Number Porting This procedure is for porting existing DID numbers to this system.

Procedure . .
Important! Local Number Portability will take up to three calendar

weeks (7 to 21 days).
Login to the customer account.
Click on the Servers tab.
Click on the LNP link.
Click on Update Request to save this information.
Click on Print LOA to display the LOA document.
Print then sign the LOA.

Scan the document.

© N o o A~ w Db

Click on the Upload Documents link.
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DID PARKING Display Trunks

9. Click on the pull-down arrow next to the Update Request and select
Submit to order the number porting.

Note: If you are porting only a ‘Main published’ number or Toll-free
number program the VIPedge database to send those calls to an
Auto Attendant.

Important! Make a list of the DID numbers ordered for this customer.

Display Trunks Use this procedure to display the trunks and DID information programmed
on a system.

1. Login to the customer account.
2. Click on the Servers tab.
3. Click on the Show Trunks link.

Dashboard m Quotes Support
Info Orders @ Call Records = Billing LNP IPT
Rawdal Havean randh @yahoo.com Status: Active Deactivate
Mainland Inc
T227923 [cp4040401] VIPedge Server [Mainland Inc- edit] Status: RUNNING %2 Login to Server

Agreement Dates: 2012-08-07 through 2014-08-07
Show Trunks Show DIDs Change Order Manage Server

close
Account level International calling is Disabled. [Enable]
runk #
378385766
ERETErTELS/LI
Trunk leval Intsrnational calling: | US43 enly [=]

Trunk &: Password: modify Registration Status: NOT REGISTERED Channel Limit: 0
3777244439 Jftir6iv Bvivy contact not found/user agent not found
Identifieri TF

Trunk level Intsrnational calling: | US43 enly [=]

Registration Status: REGISTERED Channel Limit: &
sip:3789897666@689.21.8.197:5060/n/a

4. Make note of the 10-digit Trunk number and the Password for use
while programming the SIP Trunks. The trunk number is not a
telephone number is a circuit identification number.

DID PARKING Customers may have blocks of numbers that they want to move over to
the VIPedge system but, not put all of the numbers in service. Customers
may want to purchase DID numbers for future use. The DID parking line
item on the ordering portal is for the numbers that will not be used
immediately. This allows a number of DID numbers to be parked and then
used later. There is a minimal fee for DID parking (VIPedge DID Parking
fee, P/N V-BIZ-DIDPK, ais a monthly recurring charge.). Porting charges
still apply. Calls to parked numbers will be answered with a “not in
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DID PARKING

Display Trunks

service” message. Parked Numbers can be Quoted and Ordered in the
ordering portal as shown below.

CUSTOMERS » NEW ORDER

Dashboard

Quotes

Reps Support

Info m Services DIDs || Sites | Call Records || Billing LNP | IPT
Henry Hill plunderingpiratelS@g " National Account

Status: Active Suspend Terminate
Bottom of the heap

Rep: L Anderson
New Order

VIPedge Services

VIPedge Business Unlimited

WIPedge System license - One per system/container. This is automatically added by the queting system. This is
used on Unlimited as well as Call Center Systems.

Users: Qty Description
\IPzdge Business Standard Usar (per user / par month $14.99)

\IPedge Auto Attendant (per user / per month $4.93)

Parked DID {per user / per month $0.75)

Packaga:
T VIPedge Channel - Unlimited {per channel / par month $25.38)
WIPedge Chanmel - Unlimited Local / Long Distance Minutes, International Calling charged on Per
Minute basis.

VIPedge Channel- Call Center (par channal / per month $23.38)
WIPedge Channel - Call Center Par Minute Local / Long Distance / International. First 1200 Minutes

Local / Long Distance included, then charged Per Minute for overage. International Calling always
charged on Per Minute basis.

Account Options

ount Deng Autn Renlenich
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LOCAL NUMBER PORTING Summary

Numbers can be parked after they are ported in the DID management tab.

CUSTOMER » DID MANAGEMENT

Dashboard Quotes Reps Support

Info | Orders  Services DIDs | Sites | Call Records | Billing LNP | IPT

Robert Delong bigconttest2@yahoo.c ¥ National Account  gyatus: Active Suspend Terminate
x Rep: L Anderson

=}
o
fal
e

Order ID: T393259 [131]
Active Seats: 500 Open Active Seats: 4581
Parked Seats: 0 Open Parked Seats: 0

Total Seats: 500 Open Seats: 431

Trunk: 3733739442
Type: ELS/LI select all [

[ 17144654078 Active
[ 17144654079 Act
[ 17146467442 &
[ 17146467578 &

[ 17142526453 Act
[ 19455823771 &
[ 19452302015 A
[ 19459511210 &

Move DIDs To: |5e|ect One...El |Submit|

LOCAL NUMBER There are three enhancements to Local Number Porting (LNP) in release

PORTING

1.4.3 and later systems; a Summary, a Detailed View, and an Expedite
Capability. There are also several behind the scenes improvements to
workflows, alerting, and comments.

Summary Dealers will be able to view the a summary of their port requests.

Info Diders i ] DIDe Gl Call ReLorids mifling m T
Big MELAPGe e mie Anres Bamad oy B Mationsl Account  gyuni metive Subpand  Tarmieats
Space Modery Ing Rap; 5 Chupkman
LNP Requasts Total Requasts: 3
Dratus Created Dals Reguest 10 Biling Telephana FOC Date Modified Dale
SLBMITTED FOR D78 205D SYMVRIRIY A0 5 5l O/ a2
PRI LS5 NG
RLIECTED LR L] KHHLMAMEH QAT Oy 284 2050
SLEMEITTED TO LR A PR ] FTHERISSA TIOONSRD OFOErania O 38 20D
CARRIER

Administration Manual Apr. 2014  V/Pedge 5-7



LOCAL NUMBER PORTING

Detailed View and Upload LOA for LNP

Detailed View and Upload
LOA for LNP

The new Detailed View includes Comments, History, and the ability to
upload the Letter of Authorization (LOA) agreement directly. Also, to
improve the reliability of the Firm Order Commit (FOC) date, it can be set
after the LOA has been uploaded.

CUSTOMER »

Dashboard

Info Orders

Erin Cookie

Request ID:

Services

LNP DETAIL VIEW

Quotes

Reps

Support

DIDs | Sites

tosh_ad ecook@yahoo.
Cookle Cooking Company

INCOMPLETE
Last Modified:

09/13/2013
KMMFFXHZRA

(3754247382 - cplOD1026 +)

CID Display:

Billing Telephone:

Active: 13 Parked: 0

Request Information

6783848235

Philadelphia Eagles

Block CallerID? =
Block Third Party? ol
Block Collect? u

Numbers to Port

Comments

History

Active
|2152323000,2152323001 |
Parked
Documents
=] LOAsample.pdf
Upload Documents: @ Print LOA: é

Call Records
| National Account

Rep: S Chunkman

Billing | LNP | IPT

Update Request

Customer Information
Company

Philadelphia Eagles Feotball Club
Name

Jeffrey Lurie

Address

1 Lincoln Financial Field Way

State Zip
19147

City
Philadelphia PA
Email

info@philadelphiaeagles.com

Status: Active Suspend Terminate

Enterpri

RUNNING

Options

= Accout

- = Chang

[=

Submit for Review

Delete This Request

& B R

5

Exports
L] L!LIDEES

Expedite

After the LOA document has been uploaded, you will be able to set the
FOC (Firm Order Commit) date. The general requirement is that this date
must be at least 11 business days in the future, in order to allow time for
processing by the losing carrier. We have created an expedite process
where earlier FOC dates can be requested. If an earlier date is requested,
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DID FORWARDING Expedite

and after investigation it is possible to meet that date, there will be a $100
fee per DID number.

The page at hitps//ga.vipedge.com says: X

You have selected 7 business days away. This may charge
the custorner an expediting fee. Do you wish to continue
with expediting this request?

QK Cancel

DID FORWARDING DID Forwarding is a feature that allows incoming DID calls on a VIPedge
trunk to be forwarded to another number. This feature can be used, for
example, to forward a person’s calls to his cell phone. DID forwarding is
available on R1.4.3 and later VIPedge trunks.

If the ‘Always Forward’ box is checked, all calls will be forwarded to the
Forwarding Number.

If the ‘Failover’ box is checked calls will be forwarded to the forwarding
number when there is a failure. Examples are; the SIP trunk is not
registered or, when there is a WAN failure.

CUSTOMER » DID OPTIONS » ; :

Dashboard Quotes Reps Support
Info | Orders || Services m Sites | Call Records || Billing | LNP | IPT Enterprise Manager &
=y A tuetunevin5@yahoo.co [7] National Account Status: Active Suspend Terminate R
Black Yes Rep: R rep
- Forwarding Options Options
; Mone » Account Details
@ Alvays

Failover

Forvarding Number; |

cancel Update|
= New Customer
= Create Order
Exports
* Quotes
ROLL OVER TRUNKS DID calls can be configured to roll over to a second trunk on R1.4.3 and

later systems. In the DID screen, select the desired DIDs then, select the
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VIPedge DID TRUNK CONFIGURATION Expedite

trunk the call will roll over to from the drop-down list. The rollover trunk
can be any other trunk belonging to that customer.

CUSTOMER » DID SETTINGS

Dashboard Quotes Reps Support
Info | Orders | Services m Sites || Call Records || Billing LNP | IPT
Robert Delong bigconttest?@yahoo.c ¥ National Account Status: Active Suspend Terminate
X Rep: L Anderson
Manage DID Assignment Add New ERL
T393259 [cp1000131] VIPedge Business Unlimited [unnamed]
: Type DID Primary Trunk Rollover Trunk  Site
STD 3733733442 d mom
u ETD 3733739442 Big Toe
: STD 3733735442 David Jones ESQ
STD 37323735442 HO
u STD 3733735442 Guard Shack
— sSTD 3733739442 HO
STD 3733733442 HO
r sTD 3733739442 HO
I =T 3733733442 Head Quarters
STD 3733735442 HOD
I STD 37323735442 David Jones ESQ
: STD 18185244278 37323735442 HO
STD 176083046548 3733735442 Provision E911 location
— STD 171464567661 3733733442 Head Quarters
I STD 171464567580 3733733442 mom
=T 7 3733733442 Head Quarters
u STD 171464674432 3733735442 David Jones ESQ
: STD 17144654075 3733735442 Big Toe
STD 15435511210 3733735442 HO
Assign rollover trunk for selected DIDs
|se|ect one El Submitl
VIPedge DID TRUNK The process of configuring DID numbers and DID trunks is more efficient

CONFIGURATION

if done in the following order.
* The Trunk Group ILG and OLG are pre configured
» Configure the DIDs. (Trunk > DIDs)

» Use the Create URI Range function in Trunks > SIP Trunking, the
Service URI tab to create URIs for all of the DID station numbers.
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SIP URI SETUP Enterprise Manager Login

Enterprise Manager Login Login to your VIPedge Administration portal. Select the customer
database to configure.

Admin Administrator

inistration | System | Station | Trunk | LCR/DR | IPedge Met | Maintenance | Application | Help |

__,-/f Administration - Customers \ Eﬂl

| Data has been zaved

Customer Hame & City, 5tate, Zip Email Address Phone Number

A Customer Name 123 Any Ave., Town, State Contact@ACustNam.com 1234567890
] Another Name 23 Main St., City, State Contact@Another.com 3216540987
[/

B Indicates which customer database is displayed.

SIP Trunking In Enterprise Manager select Trunk > SIP Trunking.

When the VIPedge container for a new customer is configured the ILG
and OLG is created in the database.

In the database, the Service Definition for each trunk is SD1 (Standard).

DID Dialing Destination Define where the DID numbers will ring.
1. In Enterprise Manager select Trunk > DID.
2. Click on the New icon.
3. Enter a DID number.
4

In the DID Audio; Audio Day 1, Audio Day 2, Audio Night fields define
the Station Number it will ring to.

5. Repeat for every DID number.

SIP URI SETUP SIP URI Number for each trunk type is configured as follows:
— The Attribution of SIP URI Number 1 is always MAIN.

— The SIP URI and the SIP User Name is the same as the Trunk
number shown in the VIPedge container (refer to Display Trunks
on page 5-5).

— The Password is the same as the password show in the Display
Trunks admin screen.

All of the other SIP URI Numbers for that trunk type are configured as
follows:

— The SIP URIl is 1 + the 10-digit DID number.
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SIP URI SETUP SIP URI Tab

— The SIP User Name and SIP URI Password are the same as SIP
URI Number 1.

— The SIP URI Attribution for all SIP URI Numbers (except 1) is
SUB. Refer to and 5-1

Important! The User Name and Password must be assigned to
every SIP URI Number.
SIP URI Tab Enter the DID numbers as SIP URIs.

1. In Enterprise Manager select Trunk > SIP Trunking.
Select the URI Tab.
Select the Service Definition Index for the trunk your are configuring.

A WD

Click on the New icon.
—OR -

Click on the Create URI range icon to use the wizard to create URIs
from the DID numbers.

5. Repeat for all SDIs.

Note: Inthe Add At Front of DID Numbers field enter the 1+ AC + OC.

Oct 29 2012, 09:56 AM

| Maintenance | Application | Help |

[ service Definition Index a

1 1
1 2
[ 1 3

= o] = =
|| Trunk - SIP Trunking \ d & B | |G
Channel Group Service Definition Service Assignment Service URI

SIP URI Number

SIP URI Password SIP URI Attribution
c7kemdf8dfms

c7kemdf8dfms

SIP URI User Name
9495833300
9495833300

9495833300

SIP URI
9495833300
19495459287

19496943924

MAIN
SUB

c7kemdf8dfms cuB

Figure 5-1 SIP Trunk Service URI Assignments

Adding Channels

When adding channels to an existing system add the capacity using the
Container Admin then, change the VIPedge database using Enterprise
Manager.

In Enterprise Manager select Trunk > SIP Trunking. Select the Channel
Group tab. Change the number of SIP Trunk Channels. This step must
done before any more trunk configuration is tried.
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Chapter 6 — Enterprise Manager

SUPPORTED BROWSERS

LOGIN

Enterprise Manager is a web browser based application that resides on
the VIPedge server.

The Administration Terminal is a PC connected to the network, no special
software is required.

The Enterprise Manager can be accessed using Microsoft™ Internet
Explorer version 7 or later.

Login to your Dealer Portal to access your customer container or enter
your customer’s admin address (EMPA address) in the address bar of
your browser. For Admin access use your dealer email address and
password. The dealer email address is the address on record when the
VIPedge account was set up.

Password: I
Session Timeout:

l Remember me
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ROLES

EMPA

ROLES

EMPA

System Administrator

USERS

Administration User

The VIPedge system has System Administrator (technician) roles and two
Enterprise Manager Personal Administrators (EMPA) telephone user
roles.

System Administrators have access to the system configuration
database. EMPA users can access only selected items of their telephone
configuration.

The EMPA roles for your customers are;

« EMPA Normal Users have access only to their own telephone
configuration.

» EMPA Super Users can administer their own telephone and the
telephones of users assigned to them.

Dealers can create Customer Group Administrator (Limited CP Access)
users for technicians with a list of specific CPs assigned to each admin

user. When one of these Users is logged in they are only able to display
and access the CPs in the list assigned to this admin user.

This supports existing dealer technician assignments where the
responsibilities of some technicians are divided to cover specific
geographical areas. Each technician can be limited to the CPs that are
within their covered area and are denied access and visibility to CPs
outside of their area.

Dealers can also create System Administrator users for technicians with
access to all of the dealer’'s CPs. When one of these Users is logged in
they are only able to display and access the CPs in the list assigned to
this admin user.

Each role is defined as a list of permission items (access rights) that
determine the user’s access level in Enterprise Manager.

As each Station is configured it is assigned, among other things, a DN
and a Telephone User role.

To add an administration user:
1. Login to Enterprise Manager.
2. Select Administration > Users a list of users will display.

3. Click on the New user icon and select the Personal Administration
Role Group then click on OK.

4. Enter the following parameters. Unless otherwise noted the entries
are required.

Login Name - The screen name of the user.

First Name - The user’s first name

Middle Name - Optional, this field does not require an entry.
Last Name - The user’s last name

Role Name - Select the name of the role that defines the permissions
for this user.
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VIPedge CUSTOMER GROUP ADMINISTRATION (Limited CP Access) Limited CP Access Permission

VIPedge CUSTOMER
GROUP ADMINISTRATION
(Limited CP Access)

Limited CP Access
Permission

Dealers can create Enterprise Manager for users (technicians) with a list
of specific CPs list assigned to each user. When one of these Users is
logged in they are only able to display and access the CPs in the list
assigned to this admin user.

This supports existing dealer technician assignments where the
responsibilities of some technicians are divided to cover specific
geographical areas. Each technician can be limited to the CPs that are
within their covered area and are denied access and visibility to CPs
outside of their area.

In Release 1.4.5 a permission item in the Roles Permission table, the
Limited CP Access was added. Enterprise Manager shows the “Limited
CP Access” permission in the Enterprise section on the Edit Role page.

Select Administration > Roles. To create a Role with a defined group
ensure that the Unlimited CP Access box is NOT checked. The figure
below is from the default Limited CP Role already in the system.

dministration
Enterprise
Customers
Edit Customers
Servers
Component Services
Edit servers
Edit location info.
Access to Server DB Status
Uszers
Create users

Edit users

YRR R R ®

System Station

Dial Number Plan Station Assignment L

Flexible Access Code Multiple DN L

Public Mumbering Plan Phantom DN L

Class Of Service Pilot DN L
4

System Timer Station Groups

System Data Emergency Call
Call Forward td Call Hizstory Store Terminal
System Speed Dial Speed Dial

Day Might Service IPT Auto Config

(Unlimited CP Access

Mus=ic On Held Ld IPT WVLAN
' Device CO Lines Key Configuration
SMDR Directory Mo. Key Configuration

Limited CP User

If the “Unlimited CP Access” permission is ON (checked) in a role, there is
no limitation, users assigned that role have access to all CP containers as
in earlier versions. Unlimited CP Access permission set to ON is the
default. To limit CP access, a role must be created with the “Unlimited CP
Access” permission OFF (not check marked). And a “Permitted CP List”
for this user is then created.

When a role has the “Limited CP Access” permission is set to ON the role
and user management permissions for that role are automatically turned
OFF. This prevents a user with a limited CP access role from managing
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VIPedge CUSTOMER GROUP ADMINISTRATION (Limited CP Access) Limited CP User Login

roles and other users which would allow this user to create a Enterprise
Manager login with less or no limitation.

User Information Preferences Allowed CP List

'@‘ Login Name:

IDeaIerTech

First Name: Middle Name: Last Name:

IJoeTech I I

Role Name:

[Limited CP Role =l

Email Address: When a limited CP access role is
[T @dealer.com assigned to a User the Allowed CP List
Password: tab will appear.
I............................

Confirm password:

I............................

Each admin user has its own Permitted CP List or no Permitted CP list at
all depending on their assigned role. If the user has a Limited CP Access
but the Permitted CP List is empty the user will not be able to login.

Limitad CP Selection Dialog

Instructions
IVPIaase select the targeted CPaapas;s that this user should be allovied management access |

Select Target CPRapos;s
Server List  Selected Servers
" Customer Hame o Server Name " Customer Hame o Server Name
™ Customer#1 BaldyCp206 T customer#2 BaldyCp208
[~ Customer#1 BaldyCp207 _I
T customer#2 BaldyCp209 _I

4 I+ 4 I+
OV -Csnne\

When all of the allowed CPs are moved to the right hand side

click on OK
User Information Preferences Allowed CP List
Server Name Customer Name . IP Address
BaldyCp207 Customer #1 BaldyCp207
BaldyCp208 Customer #2 BaldyCp208

Users with Limited CP Access will not see all of the CPs.

When Webmin is launched by a Limited CP user only the user's Permitted
CP List can be accessed.

Limited CP User Login Limited CP Access Admin users can login to GeM in two ways:
» With a URL that does not include a targeted CP FQDN argument
e With a URL that includes a targeted CP FQDN

When a URL does not include a CP FQDN, such as http://VIPedge.com,
the user will have to select a customer from the list of customers to which
that user has access.
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VIPedge CUSTOMER GROUP ADMINISTRATION (Limited CP Access) Limited CP User Login

When the URL has the targeted CP FQDN the user will go directly to that
customer, so the logged in user can immediately proceed to configuration
pages. If the CP FQDN from the login URL cannot be found in the system,
the login be the same as no CP FQDN.

When using any URL, if the “Limited CP Access” admin user has a
Permitted CP List is empty, Enterprise Manager will deny the login.

When a change is made to a Role, the change takes effect the next time a
user logs in.

Note: If the admin user has permission to access only a subset of CPs
within a Customer, the IPedge Net setup for the customer will
also be limited to include only the permitted CPs. To be able to
configure a full IPedge Net setup for a specific Customer, the
admin user should have access to all CPs of that Customer.
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Chapter 7 — VIPedge Webmin

VIPedge Webmin is a graphical user interface used to simplify Linux
operating system management. VIPedge Webmin lets you perform these
tasks through a web interface, and automatically updates all of the
required configuration files.

VIPedge Webmin is accessed through Enterprise Manager, select
Application > VIPedge Webmin. The VIPedge Webmin application on
all of the customer servers are accessed through Enterprise Manager.

Although VIPedge Webmin is accessed through Enterprise Manager it is
not part of Enterprise Manager.

VIPedge Webmin is used to:
e Monitor System and Server Status

* Upload and download custom MOH Files or reset MOH to factory
defaults

» Access the Backup and Restore functions in Bacula

MUSIC ON HOLD The system has a total of fifteen music sources and Quiet Tone on the
Media server for Music On Hold (MOH). The administrator selects from
these 15 internal WAV files, and quiet tone. Administrators can upload
their own WAV files to the system.

This feature provides music or tone to a station or line that is held by a
station with Line Hold or Consultation Hold and the speech path is
released.

The music sources will ‘loop’ continuously. Whenever the music is
requested to start, it always plays from the beginning of the file.

You can assign the MOH source of your choice to the functions in your
system (trunk groups, Uniform Call Groups, ect.).

The following table shows the MOH choices.

Music Number Source
1 through 15 Music ((WAV) file on Media Server
Quiet Tone Media Server
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MOH COMPATIBLE WAV

Programming

Music On Hold File Formats

Programming

MOH COMPATIBLE WAV

CONVERT MP3 TO WAV

To upload a custom MOH file.

Login to Enterprise Manager Personal Administrator.
Select Application > Custom MOH.

Click on the Browse button next to the MOH source number you
want to customise.

4. Navigate the audio file you want to upload. Refer to the Music On
Hold File Formats shown below.

5. Click on the Upload button.

The audio files can be named anything (as long as they end with .wav).
Supported audio wav files are shown in the table below.

Digitizing Method s;[rgr()gﬂ% Reﬁgiltust)ion Engi)ast)e
OKI ADPCM 6 4 24
OKI ADPCM 8 4 32
G.711 PCM
A-law and mu-law 6 8 48
G.711 PCM
A-law and mu-law 8 8 o4
Linear PCM 8 16 128
Linear PCM 11 8 88
GS_M 6.10 full rate 8 _value 13
(Microsoft format) ignored
G.726 bit exact 8 2 16
G.726 bit exact 8 4 32

The Media Server (MS) is specified to handle up to 15 MOH audio .wav
files. The audio files can be named anything as long as they end with
wav

An MP3 file can be converted to a compatible WAV file for use as a MOH
source. One method is by using a freely downloadable program called

Audacity® (http://code.google.com/p/audacity/). Audacity is a trademark
of Dominic M Mazzoni.

Note: Run the MP3 to WAV conversions on an administration PC, not
the VIPedge server.

The following procedure shows the MP3 to WAV conversion using
Audacity.

7-2
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CONVERT MP3 TO WAV Programming

1. After installation, open the MP3 file you need to convert in Audacity:

File Edit View Transport Tracks Generate Effect Analyre Help
z s = e T |
>)m) W) w) @) i e
: / = / / SE )qu-. b SERCD] -/ 2412 0 ’ﬁ!; -24 -12 ©
2 Z = BT T [T
o P Bhe) % |R(@HH] o]c] S[AR[RHELe. "
-1:00 -30 h 0 200 400 430 5:00 530 600
X[kaimoat_¥] 1.0 [[l ; i S I |
Stereo, 44100Hz L
32-bit float
ute | Sobo
= 7
e i
i 2 2|
=

: oject Rate (Hz): Selection Start @ End ) Length Audio Position:
4100+ | snapTo[I[00H 00 mOBE" [GO KO0 mOD Y ‘ [oohoomonse

2. |Ifin stereo, as shown above, convert the file from stereo to mono.
Select Tracks > Stereo Track to Mono.

File Edit View Transport [Tracks| Generate Effect Analyze Help

Add New v [L] I
n) p) = e |

E / / Stereo Track to Mene 2420 Py 2420

Je | (Mmirene W] =] 2le22llpie v
Resample...

-1:00 -30 E 0o 3:30 4:00 4:30 5:00 5:30 6:001
e T . i Remove Tracks T Tnmﬂwl-n.lw.”’nrq = -
b Mute All Tracks Ctrl+U
32-bit float &

Tiute [ Sob UnMute All Tracks Ctrl+Shift+U
f__@ S % Align Tracks
L 5+ 5 Align and Meve Cursor
L TR
Add Label At Selection Ctrl+B =
Add Label At Playback Position Ctrl+M
Edit Labels
Sort tracks
=Y
Ll ~
v

Z|Project Rate (Hz): Selection Start @ End @ Length Audio Position

| 44100 - ! SnapTe[] [00 h 00 m OO0 s= [00h 00 MmOD 57 | loohoomoosr
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CONVERT MP3 TO WAV

Programming

3. Then, resample the file. Select Tracks > Resample. Set new sample

rate to 8000 Hz:

File Edit View Transport [Tracks| Generate Effect Analyze Help

E Add Mew , } ;I }
L i) el
=] j _j J Stereo Track to Mono -24 112 0 }BJ 24042 1
R Mix and Rendler b i {:|c‘-‘ ,&)|/®|p p|§|p|r ........ 4
Resample...
1:00 -30 g :
=T T Remove Tracks
Il 3";”;;;"“*‘ ; Mute Al Tracks Ctrl+U
| H\ﬁe [ 5. I UnMute All Tracks Ctrl+Shift+U
Firoetieie malfari Align Tracks
_._.4@_‘_‘4 fol
S k S Align 2nd Meve Curser
e | Add Label At Selection Ctrl+B

Add Label At Playback Position
Edit Labels

Cirl+M

Sort tracks

1 s ol
; Project Rate (Hz). Selection Start: @ End ) Length Audio F‘Uslllun
2 44100 ‘ snap T[] [00 00 m00 & [00 7 00 moo s% |Ll‘ﬁ' 057

4. Change the Project Rate to 8000 Hz:

File Edit View Transport Tracks Generste Effect Analyze Help

JIZ [ i 1
lLJ bj .J mj" »‘j .,/ p|H Wy 220 /eJ 242 0
CE—— p— (O L S

MUMMMMHJMMM!MUWNW“ ‘ .-.uuu.mHNWUIUJ.I.:IJJM.IMWMMWM‘. | il MII

tl

"{medﬁate( i
E | Snap To[C] B‘i@

Clic] g to resize the track.
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CONVERT MP3 TO WAV

Programming

5. Select Export to save the file.

File | Edit View Transport Tracks Generate Effect Analyze Help

New
Qpen...

Recent Files

Close
Save Project

Save Project As..

Import

Export..
Export Selection...

Export Labels...
Export Multiple...
Expart MIDL..
Apply Chain,..
Edit Chains...

Page Setup...
Print...

Exit

Save Compressed Copy of Project..

Check Dependencies..

Open Metadata Editor...

Ctrl+N ;;} } :
-0 ol E P ‘v\ | o412 5 ‘ﬂ " psaz 0
» - X
M\ \wlv&\@\wlwl ale] B[B[A &Hv\‘—@—-‘ —
Crl+ W J
230 3:00 330 400 430
ctrl+s . .

WW" MWWWMWWWW MWWWW :

: WMJML il il e WMWMMHMMMMW

I - r»

© End ) Length
0h00mOOsT

Audio Position
|baroomonss

Ctrl+Q

6. Inthe Export dialog enter the name for the file in the File name field.
In the Save as type field select Other uncompressed files.

7. Click on the Options... button. For R1.2 and later systems select
WAV (Microsoft) in the Header field and Signed 16 bit PCM in the
Encoding field. For R1.1.2 (and earlier) systems select WAV
(Microsoft) in the Header field and Unsigned 8 bit PCM in the
Encoding field.

File Edit View Transport Tracks Generate Effect Analyze Help

Desktop

Libraries

Computer

Metwaork

| T R L

: s =1 N1 TiT T

2| @ eport File = . . .

z ¥ _—— . ooz

: Savein [ Desiton - @F e m- 2

4 DEIEAFE

= ’.L.- 5

1.00 b | Libraries dsuh : :
= =1| System Folder l& System Falder : :

Recent Places 5

Un(umpfassed Export Setup

Header: WAV (Migrosoft) -
Encoding: [Uns'gnedeb«t PCM _v]

{Not all combinations of headers and encodings are possible.)

@ File name

Save as hype:

Kalimba -

Other uncompressed fles -

- Project Rate (Hz):

S8000 - | snapTel 00500 m00s7 00700 m 0057 |50 00 m00 5T

Selection Start: @ End (O Length Audio Position

Click and drag to select audio

8. Click on Save.

Administration Manual Apr. 2014

V/Pedge. 7-5



UPLOAD WAV TO VIPedge SERVER Adjusting MOH Volume

9. Inthe last dialog box, click on Clear and then OK.

File ~ Edit 2=
= Edit Metadata I |
IIJ/ Lise =rrow keys {or RETURN key after ediong) to nsvigate feids. e
= = Tag | Value |
S T farstiame
[Track Title
it Album Title
[X[Kalimpa | |Track Mumber
Iono, 8000 Ye_ar
32-bit float | |Genre
Iute Comments
[ e |
s
Lo
[ add ] [ Remove | [_gex ]
Genres Template
gdte. | [ Reset.. | [ toadu, ] [ save.. | [setDefaut |
=
4| m —
EF'mjem Rate (Hz): Selection Start: @ End © Length Audia Position:

:| 8000 . ‘ SnapTo[1] [00 h 00 mDO s¥ [00 R 00 MOD s™ ‘ [obhoamooer

Adjusting MOH Volume  Use Audacity to adjust the volume using the Effect > Amplify function

after the MOH file is loaded into the Audacity application.

UPLOAD WAV TO VIPedge

Upload the WAV file to the VIPedge server using VIPedge Webmin.
SERVER

1. Login to Enterprise Manager. Select Application > VIPedge
Webmin.

2. Select the server or customer.
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BACKUP

Adjusting MOH Volume

3.

In VIPedge Webmin select IPedge > Upload/Download MOH Files.

TOSHIBA

Login: Advanced

@ system

O serers

@ Others

@ Networking

Hardware

@ iPedge
Backup and Restore
Log Collection
Make MBR in USB
Program Update RPMS
RAID
Upload/Download MOH files

Search:

T System Information
(0] Logout

Upload and Download Music On
Hold Files

Upload to server  Download from semver
This page allows you to upload one or more MOH (Music On Hold) files from the PC hosting
the IPedge Entprise Manager application. For a list of supported audio wav file format,
please refer to the Feature Description documentation under the Music on Hold section

Files to MOH 1 l— Browse...
upioad MOH 2 l— Browse.
MOH 3 l— Browse.
MOH 4 l— Browse.
MOH & l— Browse.
MOH & l— Browse.
MOH 7 l— Browse.
MOH 8 l— Browse.
MOH 9 l— Browse.
WMOH 10 l— Browse.
WMOH 11 l— Browse.
WMOH 12 l— Browse.
WMOH 13 l— Browse.
MOH 14 l— Browse.
MOH 15 l— Browse.

Upload
Reset MOH to Factory Defaults

ResetMOH | WARNING: Resetting MOH will replace all MOH Music files with
Factory Default Music files

4. Click on the Browse button next to the MOH number for this file.

5. Browse to the WAV file you just converted.
6. Click on the Upload button.

BACKUP The custom Music On Hold files are not part of the System Backup.
Toshiba recommends that you maintain a backup of the MOH files that
were uploaded to the VIPedge server in a secure location.

Administration Manual Apr. 2014
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Chapter 8 — VIPedge System Backup

BACULA

The VIPedge system manual backup process is controlled by Bacula.
Bacula is a set of programs that manage the backup, recovery, and
verification of the VIPedge configuration database. Bacula runs entirely
upon the VIPedge server.

Bacula is accessed through Enterprise Manager, select Application >
Webmin. On the Webmin screen select IPedge > Backup and Restore.
The Bacula Backup System home screen will open.

Help

4
Manual Backup
Storage Daemon Status

Backup and Restore Actions

Backup and Restore
Bacula 1.0.1

Contributed by Linmin wncmln"

v = [ |

_ i g =2
Restore Director Status Client Status

Label Volume Yolumes In Pool Mount or Unmount

Figure 8-1 Bacula Main Page

BACKUP SCHEDULE

VIPedge, Messaging backup is integrated with the backup of the VIPedge
system configuration and call processing database. You don't need to
backup the Messaging data separately.

The Music On Hold files are not part of the System Backup. Toshiba
recommends that you maintain a backup of the MOH files that were
uploaded to the VIPedge server.

When a system is installed the backup volume, which is the location of the
backup files are defined in the default configuration. The backup schedule
for each VIPedge server is set to sometime between 3:00AM and 4:20AM
local time during the VIPedge server provisioning. You can verify when
the backup is run for each customer through the Director Status page. A
full backup is performed every Tuesday. An incremental backup is run
Wednesday through Monday.
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RESTORE FROM BACKUP Verify Backup Job Status

Verify Backup Job Status 1. Navigate the Bacula main screen.
2. Click on the Director Status icon.

RESTORE FROM BACKUP The system restore from the backup files is done only by Toshiba
Technical Support.

MANUAL BACKUP A backup can be run manually any time. Running a manual backup does
not effect the automatic backup schedule. Toshiba recommends that you
run a backup before making a critical change.

Manual Backup Procedure  This creates a backup as a file in the backup section on the VIPedge
server.

1. Login to Enterprise Manager. Select Application > Webmin.

2. Inthe Webmin screen select IPedge > Backup and Restore. Click
on the Manual Backup icon.

3. Inthe Job to run pull-down select; All-Server Name. Where
ServerName is the server you wish to backup.

Maodule Index
Help Manual Backup

Backup job details

Job to run | ALL-3c4110411 vipedge.com =|

VRO | | 1710411 vipedae. com

‘AlLlL-ac4110411 vipedge com
AlLL-cp1333333.vipedge.com

Backup Now |ALLmoh
ZBackupCatalog

& Return to module index

4. Ensure that Wait for results is set to Yes. Click on Backup Now.

5. Wait for the backup to finish. When finished the system will display
“... backup complete.”

MANUAL RESTORE The system restore from the backup files is done only by Toshiba
Technical Support.
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Chapter 9 — Net Server

NET SERVER
ADMINISTRATION

NET SERVER MENU

Net Server allows applications to integrate with VIPedge to provide
advanced services. Toshiba Call Manager is a typical example of a client
application which works with the VIPedge In order to support those
applications, Net Server manages Call Manager users, other application
logins, and user groups.

Net Server is pre-installed on the VIPedge system and can be activated
using VIPedge Enterprise Manager. After the license is applied, Net
Server is ready to be used. If further configuration of Net Sever is
necessary for server based Call Manager configuration, please refer to
the Net Server administration section for details.

Net Server administration allows the administrator to configure the Net
Server to control the behavior of Call Manager client application. It is
designed to provide the basic operations of Call Manager without any
configuration. If the administrator requires the advanced operations such
as pushing settings to the clients, Net Server administration needs to be
used.

To access Net Server

Using Enterprise Manger, go to Application > Net Server.

Net Server menu provides access to the basic setup for Net Server
application on VIPedge server.

S "ctserver | Level2 | DialRule

— Net Server | Lewel2 | Dial Rule

Status
Setup

Systg
" Properties

S —
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NET SERVER MENU

Status

Status

Clients Tab

Services Tab

The Status sub menu provides real time information on the Net Server.

Clients tab shows the status of all the client applications that are
connected to the Net Server. It includes all the component applications
that are parts of Net Server and all the client Call Manager applications
that are connected to the Net Server.

Admin Administrator Close

— Net Server | Level2 | Dial Rule | Help |
(=] =]
\

A7 et Server - Status

Clients Services

2: GnsServiet
DEVICEQUERY
L LVL 20AI_COMNFIG
L METSERWER_cOMNFIG
—13: GnsServiet

i DEVICEQUERY

i LVL20AI_CONFIG

L NETSERVER_COMFIG
----- &: Level20AL

Handle = 2

Computer = 127.0.0.1; simon

Mame = GnsServiet

Display Mame =

Logged In = True

Logged In Time = 10/27/2010 15:26: 44
Extension =

Is Remote = False

Using Features = E_CMNX=1 for CLIENT
Using Service DEVICEQUERY

Using Service LVL20AI_CONFIG

Using Service NETSERVER _COMFIG

- 7: DeviceQuery
--&: DialPlan

—|-13: mmouse

~LVL2ZOAL

—}15: mmous=
[
—}21: mmouse

i-Dss

b LWL 20AL

Services tab shows the real time status of system component services
running.

Admin Administrator Close
,  NetServer | Level2 | DialRule | Help |
L N N R R R,
=173
£ Net Server - Statis \ (= =]
Clients Services
ALARM Service Name = COPYKEY
Clients:
- COPYKEY (one)

Raw data: SFES=40 DFES=4400 NPVO=200 E_MAN&O030911 NSYS=1
Status: Copy Key Valid

Emulating House: False

Warranty: Maintenance Period Ends on 5/9/2011

Key ID: 003048FBC744,003048FBC745

—}DEVICEQUERY (2)
-2 GnsServiet

-3t GnsServiet

~-DIALPLAN Key Expiration:
=055 (1) Fea: 5FES, Total=40, Used=20
| FT— Fea: DFES, Total=4400, Used=22
Fea: NPVO, Total=200, Used=0
=LLYL20AI (2) Fea: E_MAN, Value=090911
13 mmoLse Fea: NSYS, Total=1, Used=0
Fea: E_CMX, Total=1000, Used=3
21 mmouse

LLYL20AI_CONFIG {2)
-~ 2: GnsServlet
--3: GnsServlet

~-LWL20AI_DUMP

—L-M5G (1)

-+ 15: mmouse

LMETSERVER _COMFIG {2)
-~ 2: GnsServiet

-3 GnsServiet

- SERVICE
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NET SERVER MENU

Setup

Setup Setup sub menu allows the administrator to manage client users, service

components, applications, and groups.

VIPedge Station Setup 1.

N

S T

Administration System

% Station - Station Assignment

Servers:

p02001.uc. tsdlab. tais.cc (|

Wiew used station numbers

Basic

© prime DN:
240

] Type:
[1PT

~|

@ Name to Display:
| |

@ Network Calling Number:

[T ©Pedge Het Station

L1k, A ALt b

Login to IPedge Enterprise Manager (http://<IPedge IP
address>:8080/oamp/).

Go to Administration > Enterprise > Customers.

Select customer and click on “Manage the selected customer”
button.

Create a station. Select Station > Station Assignment.
Click on the New icon.
Enter a Prime DN. The other parameters can be left as defaults.

Click on the Save icon to save the Station assignment.

Change the station Preference to Tone First in the Preference, Tone
Ring/Voice Announce field.

IPedge Net Maintenance Application Help

@ Station SpDial Bins:

Create Mew mailbasx
© ¥MID Code :

@ get System Speed Dial: | |
| Disatle v|

e . .
[Mone | Yoicemail Password:

e Assign Personal Administration Role

¥M MW Center Pork: -

| el e ol | & select Role:
[EMPa Mormal User

Create Mew UC Client

~|

] System Call Forward:
[o

~|
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NET SERVER MENU Net Server Setup

Net Server Setup Users tab is used to manage the login information of the client
applications. Clients can be added/modified from this tab. For security
reasons automatic user addition is not allowed in the VIPedge system. All
Call Manager users must be created before the user starts Call Manager
on the client PC.

/& TPedge Net Server - Windows Internet Explorer ﬂ E]@
f Admin Administrator NS 0.0.1-18 Wi
S "etServer | Level2 | DialRuke | Help | )

7 Wet Server - Users \ B B
~
Users  Services  Applications  User Groups
User Hlame Extension Srvc Access Logins Allow to be Remete Login Failures
O <defauts 0 ] Mo
O admin 0 0 Ne
[ dduck ] No
[] Deviceuery (] No
[] DiaPian ] No
[ GnsSenviet (] 21 Ne
O geoty 1000 0 20 Ne
O Leveroal 0 107 Ne
[0 mmouse 1002 ] 505 No
Total records found: 9
Click on other tabs to continue with the configuration, you can dick submit to create just a user v
Done & Locs! intranet {4 ®ioowm -

1. Create a Net Server User (Use the same DN created in VIPedge
database. In Enterprise Manager select Application > Net Server.

In the Net Server administration window select Net Server > Setup.
Click on the New icon.

User Name is UC + DN. This is the default value, users can change
this value when the UC client user is automatically created through
station assignment. However, it is strongly recommend to use the real
name as it will be displayed to other users. User Name can contain:
alphanumeric characters, period (.), dash (-), and underscore ().

5. Password The default password created by station assignment is
DN, and Toshiba recommends a stronger password. Any printable
character can be used for the password. The password cannot be
blank. The administrator will need to supply the User Name and
Password to each Net Server user so that they can login.

Name = DN (This is the default value, users can change this value.)
Extension = DN (as created above in station).

The other parameters can be left as defaults. The administrator must
supply the User Name and Password information to each UC client
user for them to login.

9. Click on the Save icon.

When you Add or Edit a checked entry, data can be entered from the
following screen.

Note: After the XMPP box has been check-marked and the page has
been saved the User Name cannot be changed. If it is necessary
to change one of these you must delete the station then install it
as a new station.
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NET SERVER MENU

Net Server Setup

fﬁ\_ﬁ Net Server | Level 2 | Dial Rule | Chat Server | Help |

y: Net Server - Users \ y: Net Server - Users \

fﬁ\_ﬁ Net Server | Level 2 | Dial Rule | Chat Server | Help |

[ ] Login Failures:
1]

@ Last Login Failed On:

] Change Password:
Mo b

@ allow to be Remote:
Mo b

@ [ Enable 3MPP Access

[ ] Group Membership:

| Data has been saved

& User Mame: @ passward: @ User Mame: © password:

UC240 vos 240 e
@ Name: @ Email: @ Name: © Email:

UC x240 UC x240

@ Extension: @ Service Access: @ Extension: © service Access:

240 i 240 0

(i) Logins: © Consecutive Login Failures: i) Laogins: @ Consecutive Login Failures:
0 0 o

[ ] Login Failures:
1]

@ Last Login Failed On:

LG el This field can not be
Mo e

T changed after the
olemteteREm® Enable XMPP box is

[ ] Group Membership:

checked and the page
-
is saved.

D ga |:| da
Name Description
User Name Name of the user to use for Net Server login (Required)
Password Password used for Net Server login (Required)
Extension Directory Number (DN) of extension that the user controls

Service Access

This is a number that determines which services the client has
access to. Each service has a Service Level number, and a client

will have access to all services whose Service Level is less than or

equal to the client’s service level access number.

Logins

Count of logins

Consecutive Login Failures

Count of consecutive login failures. Can be edited to reset the count.

Login Failures

Count of login failures. Can be edited to reset the count.

Last Login Failed on

Date and time of the last login failure

Change Password

Yes to allow the user to change the password

Allow to Remote

Yes to allow the user to connect remotely using the remote port
(TCP port:8768)

Group Membership

A list of defined Groups is listed, Placing a check mark in the
appropriate Group Name assigns that user to that Group. New
Group can be created from User Group tab.

Enable XMPP Access

This check-box creates to link for this station in Net Server to the
XMPP server. This is required for Call Manager operation. Once
checked the User Name cannot be changed for this user.
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NET SERVER MENU Net Server Setup

Services Tab  Use the Services tab to manage the component services running under
Net Server.

It defines which services are on the server and what clients can use them.
Services are automatically defined when they are installed, and do not
need to be modified.

Admin Administrator

=S
S MNetServer | Level2 | DialRule | Help | I
ﬁ' Net Server - Services \ I-%’J Eﬂ @

Users Services Applications User Groups
LevelHame o Description
ALARM Alarm Service
COPYKEY Copy Key Service
DEVICEQUERY Device Qusry
DIALPLAN Dial Plan
Dss DSS Service
LVL20A] Level 2 OAl Service

LWL20A| CONFIG Level 2 QAl Configuration Service
LWL20Al DUMP Level 2 QAl Dump Service
MSG Silent Mes=age Service

NETSERVER_CONFIG MetServer Config

[) [0 | [ [ ) [0 ) [0

Page Size Records 0 - 10 of 11 Page Number: 12) ==

Click on other tabs to continue with the configuration, you can dlick submit to create just a user

&4 Local intranst 45 7| ®io0% -

When you Add or Edit a checked entry, data can be entered from the
following screen.
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NET SERVER MENU

Net Server Setup

Close %

Admin Administrator

. ... T Ak Adbercebradae 000 MC OO 1.
== NetServer | Level2 | DialRule | Help | I

& IPedge Net Server - Windows Internet Explorer DN =X

j; Net Server - Services ".I
O Name: O password:
DIALPLAN [Tt}
(5] Description:
Dial Plan
@ service Level:
0
Done \J Local intranet ¥y -~ | ®1o0% ~
Field Description
Name Service name which must be unique in the system
Password Password for the service to login to Net Server. Typically, it should not
be changed.
Description Description of the service

Service Level

Service Level determines which clients can access this service. Each
client has a service level access number, and a client will have access
to all services whose Service Level is less than or equal to the client’s
service level access number.
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NET SERVER MENU Net Server Setup

Application Tab ~ The Application tab defines the users for each application and allows you

to assign a policy based on the user or the group. Please see the Group
tab section for the specific information on the group policies.

See the SERVER BASED CALL MANAGER CONFIGURATION on page
9-18 for setting up the server based configuration for Call Manager.

/€ IPedge Net Server - Windows Internat Explorer _>| g
Admin Administrator
S MNetServer | Level2 | DialRule | Help | I
; Net Server - Applications \‘ Ff If:é @
Users Services Applications User Groups
dbpicaticn ROt LY e Extra #1 Extra #2 Read Level  Modify Level
Name o HName
|:| Admin Admin 0 ] ] World World
|:| Admin Dizney 63 0 0 Werld World
|:| IPedgeCallManager <Defaultt= 0 ] 1] Denied Denied
|:| M=gPop <Defautt= 0 0 0 Denied Denied
|:| MetPhone <Defautt= 0 0 0 Denied Denied
|:| NetPhone Dizney 63 0 0 Werld World
Total records found: 6
Click on other tabs to continue with the configuration, you can dick submit to create just a user
& Local intranet ¥3 - ®io0m - ||

When you Add or Edit a checked entry, data can be entered from the
following screen.
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NET SERVER MENU

Net Server Setup

|

T— Net Serve Level 2 i Help
» 1) [ @&
& MNet Server - Applications L @ b |_\'J
‘© Application Name:
IPadzaCalManager Class of Services:

User Information
© User or Group!
[Marketing] group

EgRorAog.. v

© Read Level:
Deriad

© cos:
0

© Server Admin Privilegs:

) Use Server-based
Configurations:

i) Modify Levek ¥ Group Admin Privilege=1: © Group Admin Privilege=2:
Danied - |_' '_'|

© License Mode:
Locs! -

© Other App Privilege=1; © Other App Privileges2;

(1] Setting #2!
0

Field

Description

Application Name

Name of the application

User or Group

Usually, the client name of the user is shown (see Clients). When it is set to
<Default> (or leaving it blank) the settings for the Default User can be
defined. It can be used to define the settings of typical users while any
additional clients that need settings other than those of the Default User
can be defined separately. Each user can be assigned to a group by
setting this number (application may use this to standardize settings/
features for each group).

Read Level This defines the access privileges for being able to read information about
the application. The settings are Denied, Self, Group, or World.
Modify Level This defines the access privileges for being able to modify the information

about the application. The settings are Denied, Self, Group, or World.

License Mode

Specify the license that users in the group should use:
Local — Use Advanced or Standard license specified during the installation.

Advanced — Use Advanced license.
Standard — Use Standard license.
Auto — Try Advanced license first, and if not available, try standard license.

Setting #2

Reserved for future use.

COos

Define a COS number. These options are used to control the user access
privileges. COS ranges from 0 to 63 is the sum of values assigned to each
privilege shown below.

(Sheet 1 of 2)
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NET SERVER MENU

Net Server Setup

Field

Description (continued)

Server Admin Privilege

Enables the user to do administration of server configuration files.
(value: 1)

Use Server-based
Configuration

When enabled, user will get the program configuration settings from the
server specified by application files. If this is disabled, the user will get
configuration settings from the local PC. (value: 2)

Group Admin Privilege#1/2

Determines if this user can perform functions for the group (unique to each
application). (value: 4/8)

Other App Privilege#1/2

Determines if this user can perform other functions (unique to each
application). (value: 16/32)

(Sheet 2 of 2)

User Groups Tab

User Groups tab defines the group of users to apply the common settings
to multiple users.

& IPedge Net Server - Windows Internet Explorer =
T Admin Administrator Close =
. MetServer | level2 | DialRule | Help | |

B B B B e
&~ Net Server - User Groups \ r” L—é
Users Services Applications User Groups
Group Hame a
D Dizney

Total records found: 1

Click on other tabs to continue with the configuration, you can dick submit to create just a user

%4 Local intranat 3 ~| ®io0m -

When you Add or Edit a checked entry, data can be entered from the
following screen.

For an example refer to Create User Groups on page 9-18.

9-10
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NET SERVER MENU

Net Server Setup

& IPedge Net Server - Windows Internet Explorer

XS =] X ]

Admin Administrator Close =

— Net Server | Level2 | DialRule | Help |

@
¥ Net Server - User Groups ‘.l .
~
i) Group Mame:
D usersin Group: O Other Users:

<Default=
Admin

deuck
DeviceQuery
CialPlan
GnsServiet
goofy
Level20a1

mmouse

ol
Done \J Local intranet \,’;‘ v | & 100% -
Field Description
Group Name Name of the group

Users in Group

List of users that are currently included in the group. A user can
be removed from the group by selecting the user and clicking
Remove.

Other users

List of users that are not currently in the group. A user can be
added by electing the user and clicking Add.
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NET SERVER MENU

Net Server Setup

Properties Tab Properties tab is used to configure the Net Server.

(—\__ NetServer | Level2 | DialRule | Help |

35::' Net Server - Properties '.. E |

Also show dients that have acted as a service.:

ird

@ simultaneous Call Manager download:
Unlimited =

Item

Description

acted as a service

Also show clients that have | Control whether to show a component that is acting as a server in the

client list.

When checked, the Net Server Administrator / Users tab will show the
main services running like Dial Plan, Level20Al. When un-checked, it
only shows the Call Manager Users, and Admin Accounts.

Simultaneous Call
Manager download

Do not change.

9-12
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LEVEL 2 MENU Devices Menu

LEVEL 2 MENU Level 2 menu allows the administrator to configure various items
managed by Level 2 which processes the Computer Telephony
Integration with the VIPedge system.

L ini] Brarecr

. Net Server | Level 2 | Dial Role
W

Davices

Zanned Presence

System Summary T

Enterprise MName ———

Devices Menu Device menu manages the device table which provides an Extension
Directory for Call Manager.

@ TPedge Net Server - Windows Internet Explorer j E]@
Admin Administrator G500.1-15 Ve
. letServer | Level2 | DialRule | Help | I
Y: Level 2 - Devices "i [rﬁ F" I::'D
‘ Synch Table with Switch | [ Automatic Synch every Midnight
Extension
Username
O 1000 Bugs
0 1001
O 1002
O 1003
0 1004
7 1008
[ 1008
O 1007
0 1008
O 1008
Page Size Records 0-100f 13 Page Number. 12) ==
Done % Local intranet v | ®1o00% -

Device Table  Device table can be created manually by creating or copying an entry, or it
can be automatically populated by using Synch Table with Switch.

It is also possible to automatically update every midnight by checking
Automatic Synch Every Midnight check box.
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LEVEL 2 MENU

Devices Menu

Canned Presence

Canned Presence (Message) menu enables the administrator to define
messages used by Call manager for the additional information on the
presence status. System standard default messages are defined, and the
administrator can change them. Twenty different messages are possible.

'€ TPedge Net Server - Windows Internet Explorer

| =X

)
4 Level 2 - Canned Presence

— Met Server | Level2 | DialRule | Help |

Admin Administrator

Close 1
B

Canned Presence Messages
Do Mot Distrub
Leave a Meazage
In Mesting until

In Mesting

On Vacation Til
0On Vacation

Call Me at

At the Dector

On atrip

On break

Qut of town till
Qut of Office

Qut until

With a Client

With a Guest

At Home

Dons

!4'; Local intranet

¥4 - | Hioow -
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LEVEL 2 MENU

Logging

Logging

Logging menu can control the level of trace information for problem
investigation. All items are checked by default and do not have to be

changed unless instructed to so by Toshiba Technical Support.

& IPedge Net Server - Windows Internet Explorer

nCl

;3' Level 2 - Logging

Admin Administrator

==X

. MNetServer | Level2 | DialRule | Help

@ CSTA Event Logs

© Client Event Logs

Done

15 Events. 0

;

am Data Events
@ Local intranet #a v | ®io00% -
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DIAL RULE MENU

Dial Plan

DIAL RULE MENU

Dial Plan

Dial Rule Menu allows the administrator to define the dialing rule to be
applied automatically when an application such as Call Manager makes a
call.

Dial Plan sub menu defines how the system interprets the dialing string.
When the Use SERVER Dial Plan is checked in the Preference in Call
Manager, dialing digits from Call Manager are interpreted based on the
rule defined in the Dial Plan.

Admin Administrator

NetServer | Level2 | Dial Rule | Help |
e — |

Dial Plan

%

System Summary

Software Version: GMS 0.0.1-18

License: Status: Copy Key Valid

Emulating House: False

Warranty: Maintenance Period Ends
on 9/9/2011

Key ID:
003048FBC744,003048FBCT45
Key Expiration:

Fea: SFES, Total=40, Used=20
Fea: DFES, Total=4400, Used=0
Fea: NPYO, Total=200, Used=0
Fea: E_MAN, Value=0%0511

Fea: NSYS, Total=1, Used=0
Fea: E_CN¥, Total=1000, Used=5

Level 2 Status: Up (3)
Working

Calls dialed on the VIPedge system go out on SIP trunks. The trunks
require 1+10 digit dialing for all calls. These pages generally define how
to setup tthe Call Manager dial plan..

1. Login and select the Call Manager administration.
Select Dial Rule > Dial Plan.

In the Calling within My Home Area Code section enter an unused
area code (i.e., 999) in the Home Area Code field. Do not enter your
real home area code.

Check-mark the Add +1 box.

In the Calling Outside the Home Area Code section check-mark the
Add +1 box.

6. Click on the Save icon.

9-16
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DIAL RULE MENU Test a Phone Number

& IPedge MNet Server - Windows Internet Explorer [ P[] =
I Admin Administrator  GNS 0.0.1-15 el
— Met Server | Lewvel2 | Dial Rule | Help | |

4~ Dial Rule - Dial Plan \
-~
Calling within My Home Area Code
¥ Home Area Code: g4g
D Local Calls
all calls in my Area Code: ]
Calls to Selected Office Codes: (O] =
Dial Area Code on all Local Calls: [
eLong Distance Calls
Add + 1:
Dial Area Code plus the Number: ]
Local Office Codes |
SEF
Delete
Include Exclude
(Calling Outside the Home Area Code
D Local Calls
Mane: ) [
Done W4 Local intranet #q - | % i100% -

Test a Phone Number  Test a Phone Number — Dialing plans can become complex. Use these
boxes to enter different telephone numbers and check to see the number
that will be dialed. The dialed humber should be identical to what you
need to dial when using your phone to manually dial.
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SERVER BASED CALL MANAGER CONFIGURATION

SERVER BASED CALL
MANAGER
CONFIGURATION

Create User Groups

Creating a Server-based Class of Service for Call Manager begins in the
group creation of Net Server administration, followed by creating your

configuration on the Call Manager Admin, then publishing the
configuration files to the Net Server.

The steps below show an example of creating two user groups, users and
administrators, and assigning a class of service to each. Multiple groups

can be assigned, each with its own configuration created by the
Administrator common to that group.

1. Use Net Server > Setup and click User Groups tab.
Click on the Add button

Type in a group name to represent the Call Manager administrator

(CallManager Admin in this example) and click Save.

& IPedge Net Server - Windows Internet Explorer

3 |9 =0 X

Admin Administrator Close =

= NetServer | Level2 | DialRule | Help | |

| ]:, Net Server - User Groups '\
i
]
O Group Name:
D usersin Group: @ Other Users:
<Defaults
Admin
dduck
DeviceQuery
DialPlan
GnsServlet
goofy
<<Add Level2041
mmouse =

Il

Create User Groups

Done tJLccal intranet ¥3 - ®100% -

4. Click Add button again, and this time, type in a name to represent the
Call Manager Users’ group (Call Manager User in this example).

5. Repeat above steps for other groups if necessary.
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SERVER BASED CALL MANAGER CONFIGURATION

Assign Users to Call Manager Application

Assign Users to Call
Manager Application

By assigning Groups to the Call manager application enables you to
assign a common “Class of Service” and “Configurations” for all usersin a
group. Individuals that are not part of a group can also be assigned as a
Call Manager application user.

Select the Applications tab, and click on the Add icon.

Select the Call Manager in Application Name drop down.

Select the administrator group (ex. Call Manager Admin) from the
drop down menu for User or Group.

4. Select World for both Read Level and Modify Level from their
respective drop-down boxes.

Place a checkmark in the Server Admin Privilege checkbox.
Select the License Mode.

7. Click on the Save icon.

Admin Administrator

Net Server Leuei!

L@@@

_./-‘ MNet Server - Applications

Li) Application Name:

10.

11.

12.
13.
14.

15.

IPedgeCzliManzger - Class of Services:
© cos:
User Information o
v? e 0” o & Server Admin Priv tege:
[Marketing] group =
:
. 0 Use Server-bassed
¥ Read Level: Configurations:
Dienied =]
© modify Level: © Group Admin Privilege#1: D Group Admin Privilege#2:
DCrenied

O Lizense Mode:

Locz!

) Other App Privikges1: ) Other App Privieges2:

Standand

Auto

Click Add icon.
Select the Call Manager in Application Name drop down.

Select the Call Manager User Group created previously from the User
or Group drop-down box.

Select Denied for both the Read Level and Modify Level from their
respective drop-down boxes.

Uncheck the Server Admin Privilege checkbox.
Select the License Mode.

Place a checkmark in the Use Server-based Configurations
checkbox.

Click Save icon.
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SERVER BASED CALL MANAGER CONFIGURATION Assign Users to Call Manager Application

16.

17.

18.

Admin Administrator

Dial Rule Help

/- Met Server - Appiications \
|

© Application Name:

1PedgeCsliManager - Class of Services:
O cos:
User Information ul
C_D e o Cyi: © Server Admin Privilege:
[Marketing] group - —
E
© Use Server
© Read Level: Configurations:
Deniad - ]
© Modify Level: © Group Admin Privilege®1: © Group Admin Privilege=3:
O tcense Mode: O Other App Privilege=1; O Other App Privileges2:
Local - E j
© Serting #2:

o

Repeat the preceding steps to add any remaining Call Manager user
groups.

Default in User or Group can be used to setup the default settings for
all users that are not included in any group or individual.

To exclude certain users from the Default, choose an individual user.
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SERVER BASED CALL MANAGER CONFIGURATION Assign Users to User Groups

Assign Users to User
Groups

To Assign Users as Call Manager Administrators

Use Net Server menu > Setup, then Users tab.

Check the user who needs to be a Call manager administrator and
click Edit icon.

3. Place a checkmark in both the Admin and Users groups as is shown
in the screen below.

Click Save icon.

Repeat for other Call Manager users to be assigned as
Administrators.

/& TPedge Net Server - Windows Internet Explorer

=
]
)
[

Admin Administrator

=55 MetServer | Level2 | DialRule | Help | |

_;3 Net Server - Users \
-~
& Uzer Name: @ Password:
Admin e
© Extension: O service Access:
a
[i] Logins: @ Consecutive Login Failures:

i

[i] Login Failures:
0

@ Last Login Failed On:

O change Password:

O Allow to be Remote:
o [y]

] Group Membership:

|:| Disney
User Group
Admin Group

[ve]

Done ‘gLoca\ intranet ¥ | ®io0% -
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SERVER BASED CALL MANAGER CONFIGURATION Assign Users to User Groups

To assign a Call Manager User to the User Group

Check the user who is a Call Manager user and click Edit icon.

2. Place acheckmark in the User group only as is shown in the following
screen:

Click Save icon.
Repeat for other Call Manager users to be assigned to a User Group.

& TPedge Net Server - Windows Internet Explorer _DI g
E—

Close [z
e

Admin Administrator

— NetServer | Level2 | DialRule | Help
i) e
4~ Net Server - Users \ E]
~

@ User Name: O password:

User 2002 LI

oK

© Extension: € service Access:

2002 ]

oK

[i] Logins: @ Consecutive Login Failures:
5 0

L) Login Failures:
2]

O Last Login Failed On:

© Change Password:
e ]

€ allow to be Remote:
o vl

o Group Membership:

I:‘ Disney
User Group
[ admin Group

Done !':.]Loca\ intranet 45 v | Hioo% -
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SERVER BASED CALL MANAGER CONFIGURATION

Assign Users to User Groups

Create Configuration Files
using Admin Call Manager

1.
2.

Restart the Administrator’s Call manager if it is running

Set up the buttons, Call Handler rules, skins, etc. as you would like
the users’ Call Manager to be configured. Use the Call Manager
User’s Guide as needed for how to configure Call Manager. To
access the user guide click on the SCM button in the Call Manager
banner and select Help.

To Change the COS Configuration

1.

Once the configuration is done, using Call Manager, select Tools >
Publish.

Select the Server Group: Call manager User (the group created in
Net Server).

j Manage Server Configuration Files

(¥) Local Files {) Server Files

[ Publish to Server ] Server Group:| CaﬂMmager User :_!
Files: 41

Description .
—Cless of Serwvice Settings i [
—Begulsr Eeys o

—Hida kays on Main

File Mame

=

A& Cos.ini
NP Eeyal.ini on Mein Windom
NP HaysZ.
NP Eeys3._ini
NET FHN.RCS
NET EHN.RUL

ini Windowr
—Feys on Side Window
—aer-Defined Rction File

—Persponel Call Handler Bule: =

EENT PH.INT —Fenerzl Settings

““TLIh?C INT —Extre Call Info/Notes Sett:

HE REC.INI —Auto Ca2ll Reecocrding Settdims

OHE ACD_TINT -&4C0D Fampture Settings l
CALLINFO_INT —Extres Info Festure Setting

Abstrectl NES —5kins File

—5Skins File
—Skins File

Butum Trees.NES
DerkBlue HNES
Pucks _nps
Ducksz.nps
EreenStone . MES
LowColorSkin.nps
MetalicGray NES

—8kins File
—Skins File
—5kins File
—S8kins File
—5kins File

MewDefzultSkin nps ~Skins File hdl

Left-click on the file name “AG_COS.INI" to highlight it.

Right-click on the highlighted file and choose Edit. The following
window is shown. Change each value from =Y to =N that should be
set and controlled from the Server. Any items left using the =Y setting
will allow the user to change and keep those settings on that local PC.
The file from the server will not be downloaded.

Click File > Save to save the changes. Close the “AG_COS.INI" file.
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CALL MANAGER MOBILE

Assign Users to User Groups

CALL MANAGER MOBILE

CALL MANAGER MOBILE
SETUP

u, AG_COS.INI - Notepad

DaEx]

File Edit Format

|[cos]
Chg_Actions=Y
Chg_Rules=Y
Chg_stdKkeys=y
Chg_Pgmkeys=Yy
Chg_BotKeys=Y
chg_Mainsetr=Y
Chg_outLookset=y
Chg_Trfnsetr=y
Chg_Recarding=y
Chg_ACD=Y
Chg_ACD_vV1iewer=Y
ShowMaintonsplash=N
Chg_AppKeys=Y
Chg_bocking=y
UserExit=y
Chg_Profiles=y
Chg_XtrakKeysl=yY
Chg_xtrakeys2=Y
Chg_xtrakeys3=y
Chg_xtrakeysd=y
Chg_xXtrakeys5=Y
Chg_Xxtrakeysa=Y
Chg_Xtrakeys7=Y
Chg_Xtrakeys8=Y
Chg_xtrakeys0=Y

View Help

If you are implementing Call Manager Mobile on this system the following
items will need to be sent to each client.

The client’s Net Server User Name. The default is UC + DN.

2. The client's Net Server Password. The password is set during Net

Server setup. Advise the user to ch

ange it to a strong password.

The VIPedge domain Name (example: cp2005907.vipedge.com)

4. The IP address of the VIPedge server.

This is the Call Manager Mobile implementation procedure.

1. Login to Enterprise Manager for the customer’s VIPedge container.

Select Application > NetServer.

In the NetServer screen select NetServer > Setup. Select the Users

tab. Click on the Add icon.
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CALL MANAGER MOBILE SETUP Assign Users to User Groups

4. Setup one Net Server user for each CAll Manager Mobile user. To
add a NetServer User; enter the Username, Password, Extension,
click to check-mark the Enable XMPP Access box. Click on Save.

Level 2 |

..r Net Server - Users \ @ @
|

& User MName: ' Password:
7100 111
© Name: @ EMail:
Li] Extension: o Service Access:
7100 ]
5':'5'_Lng_ir_'|s_: i) Consecutive Login Fai_lurn_a_s_:_
0

o Login Failures:.
(]

@ Last Login Failed On:

© Change Password:
Mo hd

i ] Allow to be Remote:
Mo >

© [U] Enable XMPP Access
(5] Group Membership:

MNone

5. Close the NetServer Admin screen. In Enterprise Manager select
Application > Messaging.
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CALL MANAGER MOBILE SETUP

Assign Users to User Groups

6.

In the Messaging administration select Registry > Parameters,
check-mark the Mobile App Port. Enter 90 as the value. Click on
Save.

@ Registry - Parameters \ @

[ Reset MWI in housekeeping

[#] Serial Send Delay 30
[« Skip tutorial ¥
[#] TepSmdiPort 1000
[#] Transcription 1

[ LIDP PMS

[ LIDP PMS Port

[+ Wave Volume i

[#] Wave Format 3

SYETEN FTON
Metserver Address
MetServer Port

MetServer User

MNetServer User password

Ll MetServer User Extension
[ NetServer Follow me Handoff Application
| & Mabile App Port 30
il Call-Thru DID
) Call-Thru Rings

Call-Thrin Minintes

10.

11.

12.

13.

Select Registry > Security. Click on the Generate Self Signed SSL
Certificate button.

Enter all the information in the Certificate Details window then, click
on the Generate button.

Close the Messaging admin screen.

In Enterprise Manager select Maintenance > System Maintenance
> Core System Processes.

Check-mark the Messaging VM box then, click on the Restart icon to
restart the Messaging VM service.

Wait until Messaging restarts. The Messaging status will change from
restarting to Running. Login to Enterprise Manager. Select
Application > Messaging.

In the Messaging administration screen select Mailbox > Properties.
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CALL MANAGER MOBILE SETUP

Assign Users to User Groups

14.

15.

16.

In the pull-down list select a User mailbox number that matches the
NetServer User setup in step 4.

In the Mobile App Calling Number ID field enter the number that will
be output when the mobile app makes a call. If left blank the calling
number will display zeros on the called party’s telephone.

Set the Follow Me to Remote Destination to Enabled. Leave the
Follow Me field blank. Set the Follow Me Mode to Non-
Supervised.

B |\ B BO B P oo
————m /
|7100 v | Go) |

e

@ Hailbox is not locked

@ mMwe: @A (OB R (N

@ Mwiz: A @8 @R @N

& optionak

@ special MWL [ Active on:
& MWI Counters: [T5aved

[ [~ Email [TIFax
@ Use:
&) Home Hode:

@ Additional MWI Diis:

) Mailbox @ Extension when sending mwi

-

=

& Department: i
@ Class of Service: ; S
@ Mailbox Type:
& Mailbox Role:
) Time Zone

& First Hame:
@ Password:

@ Ext. 1:

@ Ext.2:

@ Ext.3:

Message >

User hd

¥ (GMT-8:00)
Last Name:

Change PWD

America/Los_Angeles

sessssrenEe

7100

& Mobile App Calling Number ID : |

@ Transfer Mode: @) Yes (") No (1 Day () Announce Call

@ Follow Me To Remote Destination:
@ Call Screening: @ Disabled () Screen calls thru phone
@ Follow Me: il
@ Follow Me Mode:

@ Callback Mode:
£ Page O:

(" Disabled (@ Enabled

Schedules exist for this mailbox

(1 Supervised @ MonSupervised

() Supervised @ MonSupervised

17.
18.

19.

20.

21,

Click on Save.

From this screen select Mailboxes > E-mail Settings. Under
Permissions, check-mark the box next to Email Client. Click on
Save.

Select Mailbox > Schedule > Personal Schedule, click on the New
Schedule icon. Select the Mailbox number of the user Mailbox for the
user setup in step 14 from the pull-down list.

Click on Destination. In the Personal Schedule Destination dialog
box enter the User’s cell phone number in the number field. set the
Priority value to 20 and enter 30 in the Timeout field.

Click on Save in the dialog box.

Administration Manual Apr. 2014

V/Pedge 9-27



CALL MANAGER MOBILE SETUP

Assign Users to User Groups

22. In the Follow Me Active field to D. and Auto Attendant, click on

Save.
|
L7}
Alveays * [:‘ b L * | Default - Yes - @ - Er:[ Lh: 3way ¥ D. and auto atte * w || Delete |
[rumber Tononity [ocisy _[omeout |
19435551212 N vo 0
-0 5
0 15
o 15
-0 15
NOTE: The telephone number kA0 15
o 15
must be entered as shown. = =
1+AC+7 Digits ve 15
s ]
Chse

23. In Enterprise Manager select Trunk > DID, select the Call MAnager
Mobile user’s DID number.

24. Enter 9999999 (the number “9” entered 7 times) into the DID/DNIS

No. VMID field.

(_\,_ Administration

Admin Administratol

| System | | IPedge Met | Maintenance
|| Trunk - DID
Servers: | cpl000067, vipedge.com % |
@nec Group Number: @ pID Humber:
1 hd |.—;75|j
(i ] MOH Source: @ Gro Key Group:
Music 1 - ] -
DID Audio
@ Audio Day1 Dst Type: @ Audio Day1 Dst Digits:
Dialing Digits hd 300
© Audio Day2 Dst Type : @ Audio Day2 Dst Digits:
Dialing Digits v 200
© Audio Night Dst Type : © Audio Night Dst Digits:
Dialing Digits - 300
© DID/DNIS No. VMID: © DID/DNIS Hame:
95993993 T5D TS Demo 2
25. Click on the Save icon.
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CALL MANAGER MOBILE SETUP Assign Users to User Groups

26. Select System > Parameters. Set the Outbound Calls Prefix to 9
and the Dial Second Lineto 9.

" Mailboxes Department | COS Site Parameters Sysk:

E System - Parameters I'I @

Primary |

System: IPedge
Dial Strings

@ outhound Calls Prefix 9
"W hirect Dialing To Extensions

@ Default Area Code

E"Paging Access Code

Timers

Drormal 1000 {1-999 miliseconds)
Pause []

Dextended i ({repeat commas)
Pause [;]

Disconnect Detection

o

Reorder Tone

Silence COn i {1-999 seconds)

Silence Off 0 {1-999 seconds)
Repetitions ] {1-99 seconds)

L7

DTMF

Disconnect

String

L7

Dial Tone

Max Mo Silence 0 {1-99 seconds)

Conference Sequence

E"IZJiaI Second g
Line

27. Save then close the administration screen.
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IPMobility APP INSTALLATION

Download IPMobility Application

IPMobility APP
INSTALLATION

Download IPMobility
Application

Call Manager Mobile App

Gather the following information to send to the Users. They will need this
information to configure the Call Manager Mobility application.

Domain name of the VIPedge container
IP address of the IPedge server
Mailbox number - usually thier extension
Voicemail Password

Direct Inward Dialing (DID) Number. This is the number for
the IPedge system

Important!  The IPMobility setup must be complete before the

mobile devices can be setup.

The Call Manager Mobility app requires internet access to the host

VIPedge.

Note: Mobile devices require a data plan with an option to enable Wi-Fi
access for locations with poor cell network service. The IPMobility
App must be installed on the mobile device.

The IPMobility application may be downloaded from Google Play™ or the
iTunes™ App Store, search Call Manager Mobile.

For Android: https://play.google.com/store/apps

For iPhone: http://www.apple.com/itunes/

After the download and installation the application needs to be

configured.

1. Tap on the Call Manager Mobile application icon. The main login
screen displays.
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IPMobility APP INSTALLATION

Call Manager Mobile App

2. Tap the Configuration icon on the right corner of the screen.

TRT m | =] [ JRLES]
Back ———» B Call Manager Mobile Configuration icon
Button
Fasvwined
Click on First Time Setup.
Enter the Domain Name supplied by your dealer (example:
cp23030308.vipedge.com) and the VIPedge Server IP address in the
Server IP field. This information will be provided by your System
Administrator.
5. Tap the back button on the upper left corner. The login screen will
display.
6. Enter the Username and Password for this client. The User Name is
the UC+VIpedge telephone extension number. For example UC2378.
The password is the extension number. In this example the password
is 2378.
Note: The UC must be capitalized, as shown.
7. Check mark the Automatic Presence box. This enables others to
see your presence status.
8. Click on the Sign In button.
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VOICEMAIL CONFIGURATION FOR CALL MANAGER MOBILE Client Telephone Configuration

Client Telephone Once logged in the Configuration menu has several other menus. Click
Configuration on the Configuration icon to access the Configuration menu (shown

below).
About |—> {:}g Settings
Settings S~
Auto Login O
Broadcast Message
Change Password )
Voice Mail Reset App )
Delete )
My Profile
Edit Groups >
My Presence ]
. Voice Mail }
Logout Log O
M
Default Group Name O
Popup Notification O
Android Notification O
Important! Voicemail must be configured properly as shown in the

procedures below. Outgoing calls cannot be made if
these settings are not configured. (see below)

VOICEMAIL Voicemail must be configured for Twinning to work with Call Manager

CONFIGURATION FOR Mobile. The twinning function of the VIPedge Voicemail system performs

CALL MANAGER MOBILE outgoing calls from within the Call Manager Mobile application. Incoming
calls use the Follow Me function of the IPedge system voicemail.

This procedure will configure Twinning on your Call Manager Mobile
device.

1. Login to Call Manager Mobile, from the main screen, click on the
Configuration icon on the top right corner of the screen. The
Configuration page will display.

2. Select Settings > Voice Mail. The voicemail menu displays.
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VOICEMAIL CONFIGURATION FOR CALL MANAGER MOBILE

Client Telephone Configuration

3. Inthe Voicemail Details menu, enter the necessary information as

shown below.

Call Manager Mobile

{:}Q Voice Mail Details

Description

The user’s VIPedge mailbox
number (eg: 2378)

The user’s VIPedge voice
mailbox password.

The telephone number of the cell
phone the Call Manager Mobile
application is running on.

The DID number the cell phone
will use to make outgoing calls
through the VIPedge system.

Parameter
Number Number
3368
P Password
Cell Phone No
DID No
9494233863 - -
: : . Dial Using
e Using call Thrs Call Thru / Callback

Call Thru is the preferred setting.
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Chapter 10 — Messaging

Messaging is pre-installed on the VIPedge system and can be activated
using VIPedge Enterprise Manager. Once the Messaging license is
activated, add the Messaging application to Enterprise Manager and then
Messaging, then configure the application using the Application menu in
Enterprise Manager.

ASSIGN THE VOICEMAIL The VIPedge system has stations 3001 ~ 30xx (301 ~ 312 before R1.4)
SIP STATIONS pre-configured as the SIP VoiceMail stations. Use the steps below to
change the station DN assignments.

Change VM Station DN

U

From the Station menu, select Station Assignment.

Click to check-mark the station you want to change the DN.
Click on Change station Primary DN icon.

Click on OK.

Repeat for each station you want to change.

Change VM Pilot

1
2.
3.

PROGRAM MESSAGING

Select Station > Station Groups. Group Type should be Hunt Group.
Select the group then click on the Edit icon.

Change the Pilot Number DN and Number to Display, then click on
the Save icon.

Under System > Voice Mail Data change Transfer Direct to VM DN
to the new Pilot Number.

In Station Assignments change the VM MW Center Port to the new
VM Pilot Number.

Change the VM station numbers in Applications > Messaging >
Registry > VolIP.

Restart Messaging, refer to RESTART MESSAGING on page 10-2.

Using Enterprise Manager, select Application > Messaging.
Select the customer container then, click on OK.

From the main menu, click Registry > Parameters.

Check Default VIPedge.

Click the Save icon.
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RESTART MESSAGING

Relay Server UM Authentication

6.
7.

8.

9.

Click Registry > VOIP.

Scroll down to the Registry assignments, click on the Fill Register
range button.

In the Auto fill register Range dialog box enter the register range,
based on the number of licenses. First Register Range is always 1.
The Last is the number of licenses. Enter the first DN of the SIP
station DNs assigned for messaging.

T o e S T e e e e L R R R R = | T

P L e ——
First register range: 1
Last register range: 12
first port number: New 15t DN
I Insert H Cancel ||

Click on the Insert button.

Register 1
Register 2
Register 3
Register 4

6251:6251:6251 Fill Register range |
6252:6252:6252

6253:6253:6253

6254:6254:6254 Example Only

Relay Server UM
Authentication

RESTART MESSAGING

10. Assign SIP PBX Address with <cpXXXXXXXX.vipedge.com>.
11. Assign VM SIP Port as 5070 (default setting). Click Save.
12. Restart Messaging.

See RESTART MESSAGING.

The VIPedge Relay Server must have email authentication credentials to
send UM messages to email servers.

1.
2.
3.

Select Applications > Messaging > Registry > SMTP.
Check-mark the box next to Mail Server.

In the adjoining Value field enter: maill.vipedge.com.

Go to Enterprise Manager Maintenance > System Maintenance -
Core System Processes.

Click to select Messaging vm.
Click on the Send stop action icon.
Click to select Messaging vm.

10-2
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DISK FULL NOTIFICATION Relay Server UM Authentication

5. Click on the Send restart action icon.

Note: If you encounter a problem stopping or stating Messaging contact
Toshiba Technical Support.

DISK FULL NOTIFICATION Under some conditions the server disk can become full. Use the following
procedure to setup an email alert to the system administrator when the
disk is 80% full.

1. Using Enterprise Manager, select Applications > Messaging. In the
Messaging administration screen select Registry > Alerts.

@ Registry - Alerts \ @

Administration

Mail Server 192,168.254.1
SysAdmin1 admin@xyzco,company, com
SysAdmin2

Channel Alerts
Channel Tirme

Repeat Channel Time
Channel Time Message
Percent of busy channels

%% Busy Channels Messzage

Maximum Disk Usage Alert
HD Used a0
HD Used Repetitions g

e O0000e OEE®S

Database Errors

-

Database Error Message %os

Under Administration, enter the name of the Mail Server.

Enter the email address for the administrator where the alerts should
be sent.

4. Under Maximum Disk Usage Alert, ensure that HD Used is checked
and set at 80 for the Administrator to receive an email notification
when the hard disk is 80% full (default setting).

5. HD Used Repetitions — Enter the number of times for the
Administrator is to be notified via email.

6. Check Database Error Message. Enter the value %s (default setting).
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FOLLOW-ME SETUP

Registry Parameters

FOLLOW-ME SETUP

Registry Parameters

Mailbox — Email Settings

This procedure is used to setup the Follow-Me feature in Messaging.

Assign the Follow-Me parameters in Messaging.

P w0 bd P

Log into Enterprise Manager.

Select Application > Messaging. Select the server.

In the Messaging administration select Registry > Parameters.
Scroll down to the Netserver parameters. Enter the following:

Netserver Address — The IP address of the Net Server if Follow Me
control/hand-off from the phone button is required. Use 127.0.0.1
when the built-in Net Server is used or the actual IP address of the
Net Server when the external ACD/Net Server is used.

Netserver Port — The TCP port number (typically 8767) of the Net
Server if Follow Me control/hand-off from the phone button is
required.

Netserver User — The user name to connect to the Net Server if
Follow Me control/hand-off from the phone button is required. Use the
pilot DN unless there is a specific need for the login name.

Netserver User password — The password to connect to the Net
Server if Follow Me control/hand-off from the phone button is
required. Use the pilot DN unless there are specific needs for the
password. If the password needs to be reset once it is set, it can be
only erased from Net Server administration menu.

Netserver User Extersion — The extension number (unique in the
system) to connect to the Net Server if Follow Me control/hand-off
from the phone button is required. Use the pilot DN unless there are
specific needs for the Extension number.

Netserver Follow me Handoff Application — The Application ID to
connect to the Net Server if Follow Me control/hand-off from the
phone button is required. The Application ID must match with the one
assigned to each phone. Use 80 if “Follow Me” is assigned to a button
from the Enterprise Manager.

Assign the Net Server Monitor parameter to the mailbox in Messaging.
Log into Enterprise Manager.

Log into Enterprise Manager.
Select Application > Messaging. Select the server.

In the Messaging administration screen select Mailboxes > Email
Settings.

10-4
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FOLLOW-ME SETUP

Station - Key Assignment

4. Net Server Monitor — Check-mark this box if Follow Me control/
hand-off from the phone button is required. In order to use this
feature, Net Server on VIPedge or Windows server is required.

Texl Te Speedh ienl

Speech Recognition Clisnt

Indude In Report

NS it

@ Client Passwaord:

€2 Reply to Addrecs:

G @ Cr B P o

& & Unheard
& C Saved

& [¥ Add voice sttachment
[™  l=e Contra Pansl

@  Deeted
© TS Mode = | |@ & ootsend
" Sand
€ ASE Mode T |
[ tcssage Transeription | P
&) Send notification § |
Faxonly
& Add attachment |

@ Sendinstant message [

instant Massaging User Name:

*  Voice &Fay

Address:

Station - Key

Assignment Assign the Follow Me key in either Enterprise Manager Key assignments
or through Enterprise Manager Personal Admin.

Select the key, right click, and select Voice Mail, Follow Me, once selected

click Save.
WD
Chris

Jeff V ||
Directory Mumber 4
_ Features 4
e Call i control 3
Pre-registered Czll Forward »
Park Pags 3
Cazll Pickup 3
Record Vaice Mail g
Pauss/Resume ACD/UCD 4
Eollovi e One Touch 4
Blank »
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FOLLOW-ME SETUP Station - Key Assignment

Refer to the IPedge Messaging manual for detailed instructions on
recording Department prompts, Class Of Service definition, Auto
Attendant setup and other features.
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Chapter 11 —

VALCOM ACCESSORIES

VALCOM DEVICE SETUP

Valcom IP Setup Tool

Valcom IP Solutions products can be used to create Internet Protocol (IP)
paging systems and a SIP Door Phone. All of the Valcom devices
described in this section require the Valcom IP Solution Setup Tool
running on a PC that is on the same network as the devices. Download
the latest version of the free IP Solutions Setup Tool and the Reference
Manual from the Valcom web site: www.valcom.com/vipsetuptool

Device management is accomplished over the data network via Valcom’s
Windows based programming tool. Network programming is used to
adjust individual speaker volume, change system audio groups and other
device configuration changes from a centralized location.

The VIP-102B IP Solutions Tool provides a mechanism to set the IP
address via broadcast and/or multicast. After each device has been
assigned an IP address, the IP Solutions Tool will be able to retrieve
device-specific information and the remaining configuration tasks can be
completed.

The general procedure for programming Valcom IP devices involves the
following steps:

1. Install the devices on the network.

2. Scan the network using the VIP-102B IP Solutions Tool to create an
inventory of the available devices.

3. Program the devices with IP addresses and other network information
appropriate to the physical network on which the devices are
installed.

4. Re-scan the network to allow the IP Solutions Tool to retrieve
complete device configuration information.

5. Configure the individual device settings within the IP Solutions Tool
for each device on the network with the specific settings necessary
for the paging system being installed.

6. Upload the new configuration to each device from the IP Solutions
Tool.

7. Restart the device to enable the new configuration settings.

After the endpoint devices are connected to an appropriately configured
network, programming is accomplished through the use of the VIP-102B
IP Solutions Setup Tool. This software tool should be installed on a
Microsoft Windows® based computer connected to the same network as
the Valcom IP devices.
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NETWORK REQUIREMENTS

Valcom IP Setup Tool

NETWORK
REQUIREMENTS

Before attempting to configure the Valcom devices, please ensure the
network is configured to support IP paging.

The network should support broadcast and multicast traffic within local
subnets and multicast traffic among all subnets where Valcom IP devices
are connected. If the network cannot be configured to support these
protocols, some features of the IP paging solution may not be available.
Please contact Valcom Technical Support for details.

The Valcom IP devices have a factory-default IP address of
192.168.6.200. Because the default IP address is the same for all
devices, the devices will conflict with each other when first installed.

Important! These Valcom units will not function behind NAT. They
can be used with a Toshiba qualified SIP ALG router
such as the Adtran 3120 or 3448.

Network Hardware Requirements 10/100 Mbps Ethernet network

Bandwidth Requirements

86 kbps per active One Way Page

172 kbps per active Two Way Call

TCP Requirements

Port 21 for FTP access

Port 23 for Telnet access

Port 80 for Web based access

UDP Requirements

3 Bi-directional Ports (Factory default 4097, 4098, 4099)

Multicast Requirements

IGMPv3 enabled network

3 Multicast addresses
(Factory defaults: 239.1.1.2, 239.1.1.3 and, 239.1.1.4)

Power requirements for IP speakers

802.3af Power over Ethernet (PoE) compatible network
switches or power injectors

Other Suggested settings

Separate VLAN for optimal performance

VIPedge SPECIFIC

In the setup tool use the following:

INFORMATION o .
e Realm = The Fully Qualified Domain Name of the VIPedge server
(for example: cp01234567.vipedge.com)
» SIP Server = Leave blank
* Port=5060
* RTP Port = 20000
« Station = The DN of the SIP station assigned in the VIPedge data
base. The VIP-801 will have one DN. The VIP-201 can support up to
eight zones of IP paging, each zone will require a DN assignment.
VIPedge systems require a standard user seat for each SIP station or
endpoint. Valcom devices require SIP stations.
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DOOR PHONE Door Phone Operation

DOOR PHONE The VIP-172L - SIP Door Phone is a SIP endpoint. The door phone is an
IP Hands-free Talkback intercom with a dial code operated relay. This
device requires a single SIP station programmed in the VIPedge system.
The door phone can make and receive calls.

Each Valcom VIP-172L - SIP Door Phone requires a standard user seat.
The door phone consists of two physical parts.

e VIP-172L Door plate - The speaker/microphone which mounts near
the door. The door-plate is suitable for indoor or outdoor installation.

* Network Interface - Can be wall or table mounted. Power must be
supplied by a PoE (802.3af, class 3) switch (or a 802.3af power
injector).

The door plate has:
* Single push-button switch to make a call
» LED status indicator

» Relay contact for door lock control

Door Phone Operation A person pressing the “Call” button on the doorplate receives a
confirmation tone or recorded message and the unit initiates a call to the
telephone number programmed into the door phone, and the LED on the
door plate begins to flash. Note that the telephone number called is
programmed into the door phone using the Valcom IP Setup Tool. When
the call is answered, a hands-free communications path is established to
the door plate, and the LED on the door plate remains lit. The form C
relay included with the VIP-172L may be activated by pressing the # key
on the answering telephone, with the relay typically being used to activate
door entry equipment. When the door phone extension is dialed it will
auto-answer.

Note: The Door Phone is a SIP telephone. The telephone number
dialed when the Call button is pressed is programmed into the
door phone. That number should call a hunt group, multiple
calling group, or a paging group in order to help ensure that there
is somebody to answer the call from the door phone. If the SIP
Door phone is configured to call just one extension, that call may
be missed or get routed to voicemail when the phone is
unattended, busy, or in Do Not Disturb.

Door Phone Configuration Information specific to your application will need to be programmed into
the VIP-172L using a computer running Valcom’s IP Solution Setup Tool
and connected to the same subnet as the VIP-172L. Setup will be done
using Valcom’s IP Solution Setup Tool. Download the latest version of the
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DOOR PHONE Door Phone Configuration

free IP Solutions Setup Tool from the Valcom web site: www.valcom.com/
vipsetuptool

@ Oooooao @
ooooooo (/7 )
OoOoooooOoooao
OoOoooooOoooao
ooooooooao @
ooooooooao
ooooooooao
ooooooan
OOooOgoaog u
® () VALCOM
Door Plate
VIPedge VIP-172L Dg(;rnlt_r(())cl:k

Figure 11-1 Door Phone Plate and Network Diagram
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PAGING VIP 201 Hardware

PAGING The VIP 801 is a single SIP end point, programmed in the VIPedge as a
SIP station and requires a standard user seat. When a call is made to this
device the VIP 801 will answer and connect the call to a pair of terminals
on the chassis. This provides one zone of one-way paging. The output on
the terminals is an analog voice signal for connection to voice paging
equipment. The paging equipment can be an amplified speaker, or a
paging amplifier.

VIP-801 |xooococq Paging
VIPedge Amplifier

Figure 11-2 VIP 801 Single Paging Port Diagram

The VIP 201 SIP Paging Gateway is a rack mount, 1U (1.75in.)
multicast paging server. The VIP 201 can support; one zone of analog
paging and eight IP paging groups.

A SIP station in the VIPedge system is required for each paging group
used. One standard user seat is required for each station assigned for the
VIP 201 gateway. Each channel in the server can be programmed for
different functions.

The VIP 201 device has analog paging signaling on output terminals for
analog paging equipment. Each server channel can also be programmed
to broadcast to one or more IP endpoints.

IP
Paging

IP
Paging

IP
Paging

VIP-201 }oooooo Paging
Amplifier

VIPedge

Figure 11-3 VIP 201 Paging Gateway Diagram

VIP 201 Hardware  The preferred method of powering a VIP-201 is via a power over Ethernet
switch meeting the 802.3af specification.
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PAGING VIP 201 Hardware

If the rear panel barrel connector is used for power, the preferred power
supply is a Valcom VIP-324D.

Note: Make all required signal connections before applying power to
the unit.
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Chapter 12 — Adtran NetVanta 3120 Setup

ADTRAN NETVANTA 3120 This procedure is for a router that is already set to the factory default

SETUP settings, a new router or a router reset to factory default settings. This
procedure can also be used for an Adtran NetVanta 3120 router that is
already on the network functioning as a firewall. For installed routers
already functioning as a firewall go to ADTRAN QoS CONFIGURATION
on page 12-11.

New Router Setup 1. Plug in the following:
WAN cable to the eth0/1 connector
LAN cable to the Port 1 connector

2. Power up the Router.

Note: The ETHO/1 connector indicators may not light.

3. Setyour PC to:
IP address 10.10.10.10
Subnet mask 255.255.255.0

4. Launch an internet browser and browse to router at:
http://10.10.10.1.
User ID = admin
Password = password

|&] hetpiff10.10.10.1 | [#2][ x| | &

iy Favorites | gl b d Sites + @] Slice Gallery =

i;)Connecting... f‘f‘;\j -~ B | g - P

Connect to 10.10.10.1
>

i

The server 10,10,10.1 at MetYanta 3120 requires a username
and password,

‘Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without & secure connection),

User name: 'g | | v'

Password: | |

[CIremember my password

[ Ok ] [ Cancel

Figure 12-1 Browse to Router http Server
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ADTRAN NETVANTA 3120 SETUP Router Interface Setup

5. Inthe NetVanta administration menu select System >Configuration,
click on Download to copy the configuration file from the Netvanta
unit to your PC.

Edit the configuration file on your PC for this installation.

In the NetVanta administration menu select System >Configuration
> Upload Configuration.

8. Inthe Upload Config area Browse to the configuration file on your
PC. Click on Upload.

B System
BData
2 Monitoring
2 Utilities
System

Save Config

Click '"Save' to write the current running config to the primary startup config. Any
changes made without saving will be lost after a power cycle or reboot,

Port Mirroring
Configuration
Firmware Configuration Successfully Saved.

Lo
Debug Unit

Troubleshoating Click 'Download’ to get the currently saved startup configuration from the unit,

Language

Two-way Ping

Auto-link Client

Reboot Unit

Gonnectyity
Audit

Upload your own configuration file for the NetWanta here. vou will need to reboot the

Telnet To Unit MetWanta for the changes to take effect.

Collapse Menus
Lploading will overwrite

Upload Config: |Ci\Dacurments and i Browse pour current seitings
after a reboot,

Configuration Successfully Saved.

9. When the upload is complete click on Reboot Now.
10. Login to the router.

Router Interface Setup 1. Setup the WAN physical Interface. Select System > Public
Interface. The router will default to DHCP operation.

2. Name the WAN connection. Use a descriptive hame.
Check-mark the Enable box
Ensure that the Wireless Control Protocol, the Enabled AWCP box, is
not checked.
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ADTRAN NETVANTA 3120 SETUP Router Interface Setup

ADIRAN
LI Y NetVanta 3120
Save Log
B System
Getting Started
Setup wizard Configuration for Public Interface
Systern Summary
public Interface Basic configuration for the Public interface.
Private Interface T
i Description fabe!
Passwords Description: |Your ISP \l i
IP Services 3 :
DHCF Server Enable: i?iﬂ:cgr BRI
Hostname / DNS
LLDFE t Selection of Auto wilt
SHMEP Speed/Duplex: | Auto w auto-negotiate the best
speed and duplex
Data Factory MAC oo a0 : C8: 8B : 64 : AC The factory Media Access
- - Address: ° ) ) ° . Control address
Monltorlng MAC Add Check to aflow MAC
T ress o o aflow
Utilities Masquerade: a Address Masquerade
Mac Address
N N . B
Traffic-Shaping: Enable traffic-shaping
ffic-Shapi O b fic-sh
i ; Select an interface -
Interface Mode: m routing % e (7]
Wireless Control Protocol
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ADTRAN NETVANTA 3120 SETUP Router Interface Setup

3. Inthe IP Settings, Address Type field select DHCP or Static, check
with your service provider.
If STATIC enter the IP address, Subnet Mask and Default gateway
address provided by your ISP then, click on Apply.
If DHCP click on Apply.

Wireless Control Protocol

Enabled AWCP: [] giif:,;’gﬁsabie Wireless

Set to ‘None' if
connecting to & Bridge
with IP routing
disabled.

Removes default routes
and DNS servers

Tl configured by DHCP
Track Name: | <None Available= when track is not
failing. {Optional
parameter used with
network monitoring. )
Used to register this
Dynamic DNS: | <disabled= e interface's IP address

with & DNS Name.
Secondary IP Settings

To add a range of secondary IP addresses {up to 255 addresses), enter a valid start IP
address, IP mask, and the number of addresses to add.

Range Start IP Address
ADD A NEW SECONDARY IP ADDRESS

Media-Gateway

RTP traffic will flow
1noaad - n . L izn

4. If you selected DHCP, scroll down to the IP Status section. Make a
note of the Default Gateway Address for use in the next step.
If you selected Static go to the next step.

5. Select Data > Default Gateway. Enter the address then, click on
Modify. Note that the eth 0/1 connector activity indicator should be lit.

NetVanta

Save Logout

System
2Data
Switch
Ports

Set The Default Gateway

o Uze this form to =et the default gateway for the NetVanta unit. This is useful only if IP

Roit Auther\tmatmn routing is not enabled on the unigt. If IPvruuting is enabled on the unit, you s.hcrul‘slélr use the
Port Security Route Table to add a default route.
Storm Control
Link Aggregation Enter the IP address for
VLANS the Dejl%uft Gat.?way pf

] Default Gateway: 172 ., 16 ., 1 &l 1 the unit. Changing this
Spanning Tree may disconnect your web
MAC Forwarding SEssion,
Class Of Service Rocat Modi
R
Port Scheduler The Default Gateway has been set to 172.16.1.1.

Router [ Bridge
Default Gateway
Routing

6. Select Data > Route Table.
Enter 0.0.0.0 in the Destination Address
Enter 0.0.0.0 in the Destination Mask
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ADTRAN NETVANTA 3120 SETUP Router Interface Setup

7. Under Gateway click on the Address button then, enter the IP
address from the Setup section Step 3 (static) or Step 4 (DHCP) then,
click on Add.

Note: Some of these values may already be set by default.

8. Select System > DHCP Server. In the DHCP Pools tab enter a Pool
Name then, click on ADD. The DHCP Server Pool screen will open.
You can enter a name or use Private.

9. Inthe Required Configuration tab Click the Assign IP address to
all DHCP clients on a subnet radio button.
Enter Subnet Address: 10.10.10.0
Enter Subnet Mask: 255.255.255.0
Under DHCP Options enter Default Gateway: 10.10.10.1

B System
Getting Started
Setup Wizard
Systermn Surmmary
Public Intetface
Private Interface

Passwards Create a pool for each subnet containing DHCP clients. & pool must also be created
for each host requiring a reserved (fixed) IP address,

NetVanta 3120

DHCP Server > DHCP Pool "Private”

Save Logout

DHCP Server Pool “Private”

P — o o B
IRequired Configuration” Optional Configuration || Murnbered Options |

IP Services

DHCP Server
Hostnarme / DNS IP Addresses
LLDP

SNMP ® Assign IP addresses to all DHCP clients on a subnet,

Subnet Address: (10 | [10 |, [10 [.[o | (7]
BData Subnet Mask: |255 [ES_| ; |E5_| | 5 |

o |
2 Monitoring
B Utilities () Reserve afixed IP address for a single host,

- . <

o

DHCP Options
Default Gateway: 1D_| " I_:L_D_ .ilD | . |_1:| (7]

Lease Time: |1 Idays |E__| hours Eimin. (7]

Figure 12-2 DHCP Server Address

10. Click on the Apply button.
Note: If a“Invalid NTP IP address” message appears go to Step 11.
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ADTRAN NETVANTA 3120 SETUP

Router Interface Setup

Getting Started
Setup Wizard
System Summary
Public Interface
Private Interface

Passwords

IP Services
DHCF Server
Hostname / DNS
LLDP
SNMP

Data
Monitoring
Utilities

11. In the Optional Configuration tab enter the DNS address(es)
provided by your Internet Service Provider. Be sure the NTP Sever
data fields are empty then, click on Apply.

NetVanta 3120 |
Save Logou|
| pice server > orcp pool prwate

DHCP Server Pool "Private”

_IRequired Configuration || Optional Configuration || Numbered Options |

Use this tab to configure values for DHCP named options.

Domain Name: | |
Your DNS server IP address
Your DNS server |IP address
I I ..

I I ..

I I ..

I I ..

TFPServer: [ |

I I ..

o]

O

Primary DNS:
Second DNS:
Third DNS:
Fourth DNS:
Primary WINS:

Secondary WINS:

NTFP Server:

Timezone offset:

& & 88 & 0o s &8 e

NAP:

12. Select System > DHCP then, select the Excluded Range tab. Enter
the range of IP addresses that should not given out to DHCP clients.
These are IP addresses (typically 50 addresses) you are holding in
reserve so that they can be assigned as static address for servers
and other devices. Click on Add.
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ADTRAN NETVANTA 3120 SETUP

Router Interface Setup

NetVanta 3120

Save

Logout

B System
Getting Started
Setup Wizard
Systermn Summary
Public Interface
Private Interface
Passwords

IP Services

DHCF Server
Hostnarme / DNS
LLDP
SHMP

Data
Monitoring
Utilities

DHCP Server Settings

| DHCP Pools || Excluded Ranges |

Exclude ranges of IP addresses reserved for hosts with static IP settings. The server
will not assign IP addresses from the start IP address through the end IP address,

Add an Excluded Range

Start IP Address:@,lﬁlg )
7| FCO W PO G T 7

Add

Excluded Ranges

End &ddr
There are no excluded ranges in the DHCP database,

Successfully deleted excluded range.

DHCP Leases

Lease Persistence

Enshle | sace Devcictanear [ 1 oo biod #
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SETUP THE FIREWALL Router Interface Setup

SETUP THE FIREWALL Use the Adtran Wizard to the setup the firewall.
1. Select Data > Firewall Wizard from the Adtran menu. Then click on
Next.
| @I\i\iﬁﬂﬂ Management Interface |Z| ’%\ Fg]
o IE
;:;::jaguutmg Welcome to the Firewall Config Wizard

VRRP

Firewall Wizard

Security Zones
Wireless
AC / AP Discovery
APs / Radios / VAPs
Clients
MAC Access List
AP Firmware
VPN
VPN Wizard
VPN Peers
Certificates
Network Monitor
Wizard
Probes / Schedules /
Tracks
Probe Responder
URL Filtering
URL Filters
Top Websites
SIP Proxy
SIP Server Settings
Local SIP Proxy

‘Welcome to the Firewall Wizard

The Firewall Wizard will allow you to perform a basic configuration of your firewall.
The settings selected in this wizard will overwrite any previous firewall
configuration and will interrupt all network traffic routed through the
NetVanta.

Click Next to continue.

Next > Exit

2. Select the eth0/1 interface from the pull-down list in the Interface field
then, click on Next.

3. Click on the radio button for: No, | don’t have any servers that need to
be accessed from the internet. Then click on Next.

4. Click on Finish.

CORTI =3

Internet Connection Sharing Enabled
All Internet access from the interfaces listed below will share the IP address
'192.168.123.122' from the public interface "eth 0/1".

Confirm

Port Forwarding
There are no servers selected that will be accessible from the internet.

WARNING: Clicking the finish button will overwrite your current firewall
ote that 192168123122 is the settings with the settings shown above.
F address of the WAN side.

[ <Back L] [ Finish ]> Exit

5. The router LAN IP address is set as the Default Gateway for the LAN
subnet automatically.

6. When the wizard is complete click on EXxit.
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SETUP THE FIREWALL Router Interface Setup

7. Select Data > Firewall/ACLs. In the Basic Setup tab check-mark the
firewall security Enabled box.

aData Firewall Configuration
Switch
Ports _Basic Setup > 1l ALG Settings |
Port Authentication
Port Security Configuration for the firewall security features.
Storm Control
Link Aggregation Enable: Enable or disable the firewall, &
VLANS
5 Enable or disable Stealth TCP
Spanning Tree Stealth Mode: [ : (7]
MAC Forwarding _
i Of Servi Defa_ult TCP i ! Used when protocol/port is not
ass. el Timeout: |£——| FT El e set, (Default 10 mins) L)
Stacking
Paort Scheduler Default UDP . Used when protocol/port is not
- i min. [0 | sec. : (7]
T LG Timeout: = set. (Default 1 min)
Default Gateway Default ICMP Used when protocol/port i
: prol lfport is not
Routing Timeout : ’:l L = set. (Default 1 min) L)
Route table
1P nterfoces
Loopback Interfaces
GRE Tunnels
QoS Wizard Add / Modify / Delete IP Policy-Timeouts
QoS Maps 0L z : i
Bridgi The NetVanta creates 'Associations' for all traffic routed through it. These 'As=sociations'
ndging timeout after a period of inactivity; some applications reguire the period of inactivity to
UDP Relay be fairly large (a day, days, a week). You are able to create specified timeouts for
Demand Routing these types of applications here.
VRRP ——
Firewall Add an IP Policy-Timeout
Fiel ot Protocol: | TCP (% Specify the data protocol.
Security Zones Selert nr ifir 2 nnet

8. Inthe ALG Settings check-mark the FTP ALG and SIP ALG boxes.
Ensure that all others are off.

NetVanta

Save Logout

Firewall Configuration

[ Basic Setup [ ALG Settings |

Configuration for the firewall ALG features, &
Enable/Disable ALGs
FTP ALG: [¥] Enabled
H.323 ALG: [] Enabled

PPTP ALG:

SIP ALG: [V] Enabled

Firewall Settings updated successfully.

Add / Modify / Delete IP Policy-Timeouts

Th, FEeED o e e tad h, b Ty

9. Click on the Apply button.
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SETUP THE FIREWALL

Router Interface Setup

10. Select Utilities > Reboot unit. Click on Save and Reboot.

NetVanta

Save Logout

System
Data
Monitoring
o Utilities
System

Port Mirroring
Configuration
Firmware
Logging
Debug Unit
Troubleshooting
Language
Two-way Ping

‘Telnet To Unit

Collapse Menus

Reboot Unit

Click 'Save and Reboot' to write your current settings and reboot the unit. Click
'Reboot (Do Not Save)' to reboot the unit without saving your current settings. Any

changes that have been made since last saving will be lost.

Rebooting the unit will temporarily disrupt network traffic. The connection to the unit
will be lost while the unit is rebooting. Please wait at least 60 seconds before

attempting to restore the connection.
[ Save and Reboot _]_)[ Reboot (Do Not Save) ]

11. Set your PC to use DHCP.

12. Verify that you can access the internet.

12-10
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ADTRAN QoS CONFIGURATION

Router Interface Setup

ADTRAN QoS
CONFIGURATION

1. Login to the Adtran NetVanta Router.

2. Define WAN bandwidth subscribed from Internet Service Provider
(ISP). Select Data > IP Interfaces.

NetVanta

Save Logout

System
=Data
Switch
Ports
Power Over Ethernet
Port Authentication
Port Security
Storm Control
Link Aggregation
WLANs
Spanning Tree
MAC Forwarding
‘Class Of Service
Stacking
Port Scheduler
Router / Bridge
Default Gateway
Routing

Reutetatie
IF Interfaces

IP Interfaces

This iz a list of all of the IF interfaces configured in this unit. View or edit the
configuration of an interface by clicking its name. New VLAN interfaces can be created
by =electing the WVLANs item on the menu bar, and then selecting Add New VLAN.

IP Address
10.10.1.1

Netmask
255.255.255.0
ISP Provided IP Address 55.255.255.0

Interface VLAN
Ethernet

Figure 12-3 Select WAN Interface

Click on eth 0/1.

Specify the bandwidth that was subscribed from the ISP. In the
example shown in Figure 12-4 the data rate is 1.5Mbps. This is the
uplink rate. Check mark the Traffic-Shaping box then, enter the data
rate in the Traffic-shaping rate field.

Switch
Ports
Power Over Ethernet
Port Authentication
Port Security
Storm Control
Link Aggregation
VLANE
Spanning Tree
MAC Forwarding
Class Of Service
Stacking
Port Scheduler

‘Router / Bridge
Default Gateway
Routing
Rulite tablE
Loopha terfaces

GRE Tunnels

QoS Wizard

GoS Maps

Bridging.

UDP Relav

Configuration for "Ethernet 0/1"

Easic configuration for the Ethernet interface.

Description: | Your ISP Co. Description label
= (optional)
Enable or disable this

Al interface.

Selection of Auto will
auto-negotiate the best
speed and duplex.

Speed/Duplex: | Auto

Factory MAC
Address:

The factory Medis Access

00:AD:C8:8D:D2:B5 e e

MAC Address
Masquerade:

Check to allow MAC
Address Masguerade.

O

Traf'fic:-Shaping
Traffic-Sh ar

Enable traffic-shaping.

Outbound rate in bits per
second <1000-
100000000=

Figure 12-4 Enter the ISP Data Rate (1.5Mbps shown in this example)

5. Scroll down to click on the Apply button.
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ADTRAN QoS CONFIGURATION

Router Interface Setup

6. Create matched Access Control Lists (ACL) for Inbound and
Outbound QoS Maps. At the bottom of the screen, select Data >
Firewall / ACLs. Click on the Configure ACL button.

FFi.rewall Protocol: EITCP E;J Specify the data protocol.
: S _ Select or specify 5 port
SECUTity ZOTE: Port Type: |echo (7) E_J value. Valid specified
Wircles ' . o values are 1-65535.
AC [ AP Discovery : = ; oy Customize the timeout
APz [ Radios / VAPs Timeout: !_D_ | days 10 | hours |1 |min. |0 |sec. interval.
s (Default 1 min.)
MAC Access List Add/Modif |
AP Firmware E—
VPN Delete Entries
PN Wizard Click the 'Delete’ button to remove a port timeout for a protocol.
VPN Peers ;
5 Timeout
Certificates W Protocol (dd:hh:mm:=ss)
Network Monitor There are no port timecouts, other than default, that are =et.
Wizard
Probes / Schedules /
Tracks

Probe Responder
URL Filtering

URL Filters Access Control Lists

Top Websites
SIP Proxy use in QoS or SNMP.

SIP Server Settings
Local SIP Proxy

Allows you to modify any ACL currently defined in the system and add new ACLs for

Figure 12-5 Define Matched Rules For QoS Map

7. If you have uploaded the Configuration File you can go to Traffic

Class Queuing on page 12-16.

8. Create an ACL for VolP ports and another ACL for data ports. Enter a
name that describes the application for the new ACL (VolP-Out) into
the ACL Name field. Then click on the Add New ACL button.

ADRAN NetVanta

B Data
Switch

Ports
Port Authentication

Link Aggregation

System Firewall > Access Control Lists
Access Control Lists

X MNew ACLs can be added by clicking the "Add New ACL" button. Existing ACLs can be modified,
Port Security deleted, or their evaluation order may be changed using the list below.
Storm Control WARNING: Removing or modifying an existing ACL could affect network traffic.

Save Logout

Add New ACL

VLANs

Spanning Tree ACL Narmie: | VoIP-out ;!g_ name to uniguely identify this
MAC Forwarding f

Class.of Service e, @ Extended A standard ACL controls traffic only
Stacking ypes o by the source IP address.

_! Standard

Port Scheduler
Router / Bridge [ Reset |[ Add NewaAcL |

Default Gateway

Routing Modify/Delete ACLs

Route table To view or modify an existing ACL, click the "Name" link in the desired row.

Figure 12-6 Enter a Descriptive ACL name (this example is the VoIP ACL)
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ADTRAN QoS CONFIGURATION

Router Interface Setup

9.

10.

In the dialog box click on the Add New Traffic Selector ... button.

Firewall > Access Control Lists > VoIP
Add [/ Modify / Delete Traffic Selectors

Configure one or more traffic selectors that define the traffic to be matched.

Add New Traffic Selector

[ Add New Traffic Selector... ]

Modify/Delete Traffic Selector

Protocol  Source Network/Ports Dest Network/Ports
There are no configured Traffic Selectors

Priority

Type

Figure 12-7 Add Traffic Rules to VolP ACL

table. Set:
Filter Type to Permit
Protocol to (value from the table)

Set the ports and the protocol to allow the ports shown below in the

Destination Data in the Destination Ports area, select Specified,
select Equal to for a single port or Range for a range of ports. Enter

the port(s). Then, click on Apply.

PortSecurity
Sterm Central
Link 2ggregation
VLANS
Spanning Tree
MA&LC Farwarding
Class OfSarvice
Stacking
Bart Scheduler
Router / Bridge
Diefault Gateway
Routing
Foute table
1P Interfaces
Loopback Interfaces
GRE Tunnels
QoS Wizard
QoS Maps
Eridging
UDE Relay
Diemand Routing
VRRP
Firewall
Firewall Wizard
Firgwall / 2CLs
Security Zonss
‘Wireless
AC/ AP Discovery
APz /Radios /WVAPs
Clignts
MAC Access List
AP Firmwars
VPN
VBN Wizard
VPN Peers
Certificates
Network Monitor
Wizard
Brobes / Schedules [

@ permit =
Filter Typs: &
Cieny
Protocol: 7]
Any
ICMP Message -
Typ= (ICME Only: well Known 2]
Source Data
@ Any
QO 1p Address Srian Adu:rmss or
5 hostname of
Source Address: sessions originating in
Host/Network: Mask ] Security Zone VPN
that should be
O Hostname sffecred.
@ any Source ports of
O well Knowi sessions eriginating in
rTCSporbrEc); SUTS\ S Security Zone VAN
St "l O specified that should be
1 sffecred.
Destination Data
@ Any
O 1P Address Destination IP
Destination Address: | I Aﬂfﬂ‘{ﬁj ol‘_sesses;on_s
1 el ariginating in Security.
o= Mask ] Zone 'VPN' that
) Hostnams should be affected.
! Any Destination ports of
Destination Borts & Well Known i
[TCR/UDE Only) Specifizd = el
Equsl Te affected.

Figure 12-8 Permit Traffic to VoIP ACL (Example: TCP traffic on port 2944 is allowed)
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ADTRAN QoS CONFIGURATION

Create LAN to WAN QoS Maps

Allow the following ports:

Protocol | Source Data Destination Data Use

UDP Any 5060 Only for SIP telephones

1007 TCP Use by the System monitor Applet

Messaging 1008 TCP (F:Zﬁ tf)ari:nlfczrpt:)river and Email

UDP Any 1718~1719 IPTs

TCP Any 2944 IPTs

TCP Any 8446 IPTs

UDP Any 27000~27399 (up to 60 users) RTP

27000~28903 (more than 60 users)
UDP 49152~49154 Any RTP

Create LAN to WAN QoS

Maps

11. Repeat Step 9 and Step 10 to setup all of the ports shown in the table

above.

Add / Modify / Delete Traffic Selectors

Configure ene or more traffic selectors thatdefine the traffic to be matched,

Add New Traffic Selector

Permit

Bermit
Bermit
Bermit

Bermit

Source MNetwork/Ports. Dest Network/Parts
uoe any: any any: = 5060
uop any: any any: 1718-1719
TCP any: any any: = 2544
upe any: 49152 -49154 any: any
uoe any: any any: 27000-27355

Figure 12-9 Permitted Ports for Outbound VoIP (example)

12. Select Data > QoS Maps enter ‘VIPedgeQoS’ as the Map Name.
Enter Sequence Number 10.

MAC Farwarding
Clazs Of Service

Stacking

Fort Scheduler
Router / Bridge

Ciefault Gateway

Routing

Fouts tabls

1P Interfacss

GRE Tunnels

Lospback Interfaces

Add [ Modify [ Delete QoS Map

Configure a3 QoS map [ 7]

oS map tag. [ maximum of 79
characters)

Sequence to insert into QoS map entry.
Valid values are 0-65535.

Modify/ Delete a Qo5 Map

To view or modify an existing QoS map, click the linkin the desired row. & ' in the
bandwidth celumn denctes class based bandwidth-shaperinfermation. Thiz infarmation

will be displayedin parantheses separated by commas, Otherwise, the bandwidth is
priorite bazeg

Figure 12-10 Create Outbound “VIPedgeQoS” for VolIP

13. Click on Add.

12-14
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ADTRAN QoS CONFIGURATION Create LAN to WAN QoS Maps

14. In the Packet Matching tab check-mark the box List and select VoIP-
Out.

AL FOT Wﬂlﬂlng
Class Of Service - i - -
e wh Packet Marking || Queuing
Port Scheduler ] pisable Disshle packet matc
Router / Bridge

Default Gateway ] match any St A S Glets (7]

Routing

Route table ] wiaw 1d 1

1P Interfaces

Loopback Interfaces 7] =
DLCI I 5

GRE Tunnels

OaS—Wieard

o M [ 1P rTP

i:!_: Start Part  |1ooo @

UDP Relay End Port  [1005

Demand Routing Enable Even and Odd Ports [

WRRP

Firewall [ precedence

Firewall Wizard T Gl P S [ R [ 5=

Firewa.II!ACLs o ipgs g g

Security Zones

Wireless

AC [/ AP Discovery
APs / Radios / VAP=s
Clients

MAC Access List

AP Firmware [ &ridged
VPN

Match using sccess-list. Go to the
'Firewall' page and click on the
'Configure ACLs' button at the
bottom of the page to configure an
'Extended ACL',

List [VolP-Out

=1

15. Scroll down to check-mark the DSCP box. Click on Add a new DSCP
line.

Demand Routing ' -
VERP Enable Even and Odd Ports

Firewall

Firewall Wizard [] Precedence PR
Firewall / ACLs T [el T S O B T E 7
Security Zones o |m: [Ef: [E)-

Wireless

AC [/ AP Discovery
APs [ Radios / VAPs
Clients

MAC Access List

AP Firmware
VPN

VPN Wizard

VPN Peers
Certificates

Network Monitor
Wizard

Probes / Schedules /
Tracks
Probe Responder

URL Filtering
URL Filters

Top Websites

List  VoIP-Out =

] Bridged
[7] netBEUI

DSCP

46 ~ B3 -

Add a new DSCP Line

Match using access-list. Go to the
'Firewall' page and click on the
'Configure ACLs' button at the bottom
of the page to configure an 'Extended
ACL'

Match IP packet DSCP value(s).

16. In the DSCP Values field enter 46, 26 then, click on Apply.
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ADTRAN QoS CONFIGURATION

Traffic Class Queuing

Traffic Class Queuing

Queuing 18.

19.

Note:

17. Click on the QoS map you just created in Step 12. Click to select

Traffic Class Queuing. Under Shaping click to check-mark the

Average box.

O match Al

O QoS-Policy

| PackstMatching

O Disable
Q Prigrity Gusus Bandwidth
Parcent Total

Limit
Burst

| ® Trafic Class Queauing

Eandwidth
 Jeent Total
F‘:‘cent Remaining

i

dlint Ethernst Overhead

O Unlimited priarity bandwidth

PackstMarking

[

11

704000

1-100% of TOTAL interface BW
1-100% of REMAINING interface
Bt

Limit {8-1000000 Kbitssec)

wmitted infarmation rate in bps

(8155-1000000000).

Burst size in bytes (1600-625000).
Include Echerner CRC and VLAN tag
bytes in the packer size.

w‘

[c=-

Nlem)) -

Figure 12-11 Create outbound QoS “VIPedgeQoS”

The Adtran NetVanta router will reserve 25 percent of the bandwidth

for system critical functions.

In this example the ISP provided a 1.5 Mbps connection. The router
will reserve 25 percent of the 1500000 bps = 375000. That leaves

1250000 bps.

Multiply the number of VolIP channels by 88000 bps. Enter this value
in the Committed information rate field. For example, if the system
has 8 channels the calculation would be: 8 x 88000 = 704000.

If this number is greater than the number calculated in Step 18

you will need an ISP connection with a higher data rate.
20. Click on Apply.
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ADTRAN QoS CONFIGURATION WAN to LAN Configuration

21. Select Data > QoS Maps. Scroll down to the QoS-policy assignment
and statistics area. On the eth 0/1 line in the Outbound QoS-policy
column select VIPEDGQOoS (the name assigned in Step 12.

e

VRRP

Podpeiny
o05-policy assignment and statistics
Firewall Wizard Uaspalicy g

Firewall / ACLs
Security Zones
Wireless

AC / AP Discovery Assign a QoS-policy to an interface's input/output.
APs [/ Radios / VAPs

Clients Bandwidth{Kbps) QaS-Policy

Modify Assignment

Available Outbound

ol sl vian 1 75000 <none= - <nonex -
apF -
Sl eth 0/1 1125 <none> v  VIPEDGEQoS ~
VPN
VPN Wizard eth 0/2 o <nonex - <nonex -
VPN Peers
Reset Appl

it

Network Monitor

Wizard Shaping statistics

Probes / Schedules /

The shaping information for a QoS-palicy and its assigned interface is listed below.
Tracks

Probe Responder oy edmce 554, VORS  Dropesd  oelared
URL Filtering VIPEDGE..-10 sth 0/1 0 0 0 0

URL Filters

Top Websites
SIP Proxy Map Conversation Statistics

SIP Server Settings Conversation information for interfaces that have been assigned QoS policies using class-

Local SIP Praxy based bandwidth queusing or priority rate limiters.

Palicy Matched Packets Dropped Packets

Interface

(Parent) (Bytes) (Bytes)
a Utilities ThisiGitino.prifiby Gcie o donvaSctDR nGTTam Svallobis

Monitoring

Claar All Statistics.

Figure 12-12 Configure Outbound QoS Map “VIPEDGEQo0S”

22. If you uploaded a Configuration File you can go to VIPedge
CONFIGURATION on page 12-19.

WAN to LAN These steps configure the VolP-In parameters.
Configuration . . .
g 1. Select Data > Firewall/ACLs. Click on Configure ACLs.

2. Enter VoIP-In as the ACL Name. Set ACL Type to Extended. Enter
VolIP-In in the ACL Name field.

NetVanta

Firewall > Access Control Lists

Save Logo

Access Control Lists

Seluanemaatan New ACLs can be added by clicking the "Add New ACL" button. Existing ACLs can be modified,

Port Security deleted, or their evaluation order may be changed using the list below.
Storm Control 'WARNING: Removing or medifying an existing ACL could affect network traffic.

Link Aggregation

Add New ACL

WILANs

Spanning Tree AcL Name: VOIP-In ;f&e name to uniquely identify this
MAC Forwarding =

SRR (@ Extended A standard ACL controfs traffic only
Stacking ACLType: _ by the source IP address.

) Standard .

Port Scheduler
Router / Bridge

Default Gateway

Routing Modify/Delete ACLs

Route table To wiew or modify an existing ACL, click the "Mame” link in the desired row.

3. Click on Add New ACL.
In the dialog box click on the Add New Traffic Selector... button.

E
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ADTRAN QoS CONFIGURATION WAN to LAN Configuration

5. Inthe Firewall/ACL screen select Filter Type as Permit.
In the Protocol field select udp.
In the Source Data section select Any.
For Source Ports select Specified then, select Range.

Enter the range of 27000 to 27399 (up to 60 users) or
Enter the range of 27000 to 28903 (over 60 users).

Click on Apply.
6. Select Data > QoS Maps. Enter the map name: VolP-In-QoS

Save Logoy
Add / Modify / Delete QoS Map
Port Authentication Configure a QoS map (7]
Port Security
Storm Contraol Add New QoS Map
Link Aggregation Map QoS map tag. ( maximum of 79
VLANS Name: /om0 1008 characters)
TEmnnnG Teos Sequence Sequence to insert into QoS map entry.
MAC Forwarding Number: Valid values are 0-65535,
Class Of Service
Stacking Aeld
Port Scheduler T

In the Packet Matching tab:
Check-mark the List box and select VoIP-In.

9. Check-mark the DSCP box. In the DSCP values click on Add a new
DSCP Line, select 46 and 26.

10. In the Packet Marking tab select DSCP then enter 46.
11. Click on Apply.

12. Select Data > QoS Maps. Scroll down to click on eth 0/1 Inbound
Policy. Select VIPEDGEQO0S, vlan VolP-In-QoS.

13. Click on Apply.
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VIPedge CONFIGURATION

WAN to LAN Configuration

VIPedge CONFIGURATION

1. Login to the VIPedge call processor Enterprise Manager.

Select System > System IP Data.

Set the following parameters. Refer to Figure 12-13.

Diffserv: Enable
TOS Field Type: DSCP
DSCP: 46

| System | Station | Trunk | LCR/DR | IPedge Het | Maintenance | App

Disable

Disable

fg. System - System IF Data

Servers: NIt

(@)@

M |

\:‘ Automatic Assignment of Station ID:

-

& Terminal Authentication:

-

Enable

Critical (ESP

Mormal

Marmal

Mormal

O piffserv:

O 105 Field Type:
DSCP

© 105 Delay Type:
© T0S Throughput Type:

© T0s Reliability Type:

& psce:
45

O 1EFEBOZ2.1p:
Disable -
) IFFEB02.1p Configuration:
\Vioice hd

(3] IP-IPedge Identifier:

@ Tail Length of Echo Canceller:
16 msec hd

@ Gain Control of IPT:

High hd
© System IP CED Controk

Dizable -
@ IPedge Mode:

Dizable -

@ Maximum T.38 Fax Hops:
2 -

@ Tail Length of Echo Canceller
64 msec -

Figure 12-13 Setup IPT Traffic for Diffserv and DSCP 46

NETWORK SECURITY

Change the User Name and Password of your NetVanta router. Record
the new login information in a secure location.

Administration Manual Apr. 2014
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NETWORK CONFIGURATIONS WAN to LAN Configuration

NETWORK The following diagrams show three different network topologies. The
CONFIGURATIONS recommended configuration is shown in Figure 12-14.

VIPedge
Service

Figure 12-14 Recommended Network Topology

The network configuration shown on the left side of Figure 12-15 is
functional but not optimum. The network configuration shown on the right
side of the figure is not acceptable.
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NETWORK CONFIGURATIONS

WAN to LAN Configuration

VIPedge
Service

Customer’s
Existing Router

Functional but Not Optimal

VIPedge
Service

Customer’s
Existing Router

Do Not Use This Configuration

Figure 12-15 Other Network Topologies
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Chapter 13 — Adtran NetVanta 3448 Setup

ADTRAN NETVANTA 3448
SETUP

New Router Setup

This procedure is for a router set to the factory default settings, a new
router or a router reset to factory default settings. This procedure can also
be used for an Adtran NetVanta 3448 router that is already on the network
functioning as a firewall. For installed routers already functioning as a

firewall go to ADTRAN QoS CONFIGURATION on page 13-11.

1. Plug in the following:
WAN cable to the eth0/1 connector
LAN cable to the Port 1 connector

2. Power up the Router.

Note: The ETHO/1 connector indicators may not light.

3. Setyour PC to:
IP address 10.10.10.10
Subnet mask 255.255.255.0

4. Launch an internet browser and browse to router at:
http://10.10.10.1.
User ID = admin
Password = password

& hitpifjio.10.10.4

\\.‘_“_;' Favorites

{_J Connecting... G- B o g -

Connect to 10.10.10.1
>

i

The server 10,10,10.1 at MetYanta 3448 requires a username
and password,

‘Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without & secure connection),

User name: 'g | | v'

Password: | |

[CIremember my password

[ Ok ] [ Cancel

Figure 13-1 Browse to Router http Server
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ADTRAN NETVANTA 3448 SETUP

Router Interface Setup

5. Inthe NetVanta administration menu select System >Configuration,
click on Download to copy the configuration file from the Netvanta
unit to your PC.

Edit the configuration file on your PC for this installation.

In the NetVanta administration menu select System >Configuration
> Upload Configuration.

8. Inthe Upload Config area Browse to the configuration file on your
PC. Click on Upload.

B System
BData

2 Monitoring
aUtilities
System
Port Mirroring
Configuration
Firmware
Logging

Debug Unit
Troubleshooting
Language
Two-way Ping
Auto-link Client
Reboot Unit
Connectivity
Audit

Telnet To Unit

Collapse Menus

Save Config

Click '"Save' to write the current running config to the primary startup config. Any
changes made without saving will be lost after a power cycle or reboot,

Save

Configuration Successfully Saved.

Download Config

Click 'Download’ to get the currently saved startup configuration from the unit,

Upload Config

Upload your own configuration file for the NetWanta here. vou will need to reboot the
MetVanta for the changes to take effect.

Lploading will overwrite
your current seflings
after a reboot,

Upload Config: |Ci\Dacurments and i Erowse

Configuration Successfully Saved.

Router Interface Setup

9. When the upload is complete click on Reboot Now.
10. Login to the router.

1. Set up the WAN physical Interface. Select System > Physical
Interfaces. Click on eth 0/1.

aSystem
Getting Started
Setup Wizard
Systemn Summary
Physical Interfaces
Passwords

IP Services

DHCP Server
Hostname / DNS
LLOP

NetVanta 3448

Save Logout]

Physical Interfaces

This is a list of all the physical interfaces that are either physically tied to the product or
connected via a plug-in module. View or edit the configuration of an interface by clicking
its name.

Logical Interface

Line Status
100Mbps/full

Ethernet

Sl [eth 0/2 none Interface Disabled Ethernet

lswx 01 none Down Switchport

Data s 0/2 none Down Switchport
- - swx 0/3 none Down Switchport
Ilom_tonng swne 0f4 none 100Mbps/full Switchport
Utilities s 0/5 none Down Switchport
lswx 0/6 none Down Switchport

swx 0/7 none Down Switchport

|swex 0/8 none Down Switchport

300 v

\Statistics Rate Interval: Statistics Rate Interval (in seconds)

13-2
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ADTRAN NETVANTA 3448 SETUP Router Interface Setup

2. Name the WAN connection. Use a descriptive name.
Check-mark the Enable box
Ensure that the Wireless Control Protocol, the Enabled AWCP box, is
not checked.

ADRAN

= System
Getting Started

i leard Confi ti for "Eth tof1"
A star Sarmmary onfiguration for ernet 0/

NetVanta 3448

Physical Interfaces > Ethernet 0/1

Save Logout

Physical Interfaces Basic configuration for the Ethernet interface.

Passwords

IP Services Description:  Your ISP Co. Description label (optional)
DHCP Server

Hostname / DNS Enablo: int:?gc(;r disable this
LLDP

SNMP Selection of Auto will auto-

Speed/Duplex: Auto - negotiate the best speed
and duplex.

Data

= = Factory MAC . . > . : The factory Media Access
“nnnnnng Alitresss 00:AD:CB:8C:F2:4C il edidr e
- =
o Utlities MAC Address A Check to allow MAC

Masquerade: Address Masguerade.
Traffic-Shaping: [ Enable traffic-shaping.
Qos-policy: None Outbound QoS-Policy map

Interface Mode: IP roufing -

ireless Control Protocol
Enabled awce: [] Enable/Disable Wireless

Control Protocol.

Select an interface %)
mode.

3. Inthe IP Settings, Address Type field select DHCP or Static, check
with your service provider.
If STATIC enter the IP address and Subnet Mask provided by your
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ADTRAN NETVANTA 3448 SETUP Router Interface Setup

ISP then, click on Apply.
If DHCP click on Apply.

Wireless Control Protocol

Enabled AWCP: [] giif:,;’gﬁsabie Wireless

Set to ‘None' if
connecting to & Bridge
with IP routing
disabled.

Removes default routes
and DNS servers
Tl configured by DHCP
Track Name: | <None Available= when track is not
failing. {Optional
parameter used with
network monitoring. )

Used to register this

Dynamic DNS: | <disabled= e interface's IP address

with & DNS Name.
Secondary IP Settings

To add a range of secondary IP addresses {up to 255 addresses), enter a valid start IP
address, IP mask, and the number of addresses to add.

Range Start IP Address
ADD A NEW SECONDARY IP ADDRESS

Media-Gateway

RTP traffic will flow
1noaad - n . L izn

4. If you selected DHCP, scroll down to the IP Status section. Make a
note of the Default Gateway Address for use in the next step.
If you selected Static go to the next step.

5. Select Data > Default Gateway. Enter the address then, click on
Modify. Note that the eth 0/1 connector activity indicator should be lit.

NetVanta 3448

Save Logout

System

2Data
Switch

Set The Default Gateway
Parts

Part Aithenkication Use this form to set the default gateway for the NetVanta unit. This is useful only if IP

: routing is not enabled on the unit. If IP routing is enabled on the unit, you should use the

Port Security Route Table to add a default route.
Storm Control
Link Aggregation Enter the IP address for
VLANS the Dejl%uft Gat.?way pf

] Default Gateway: 172 ., 16 ., 1 &l 1 the unit. Changing this
Spanning Tree may disconnect your web
MAC Forwarding SEssion,
Class Of Service Rocat Modi
R
Port Scheduler The Default Gateway has been set to 172.16.1.1.

Router [ Bridge
Default Gateway
Routing

6. Select Data > Route Table.
Enter 0.0.0.0 in the Destination Address
Enter 0.0.0.0 in the Destination Mask

7. Under Gateway click on the Address button then, enter the IP
address from the Setup section Step 3 (static) or Step 4 (DHCP) then,
click on Add.
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ADTRAN NETVANTA 3448 SETUP

Router Interface Setup

Getting Started
Setup Wizard
System Summary
Physical Interfaces
Passwords

IP Services

DHCP Server
Hostname / DNS
LLDP
SNMP

Data
Monitoring
Utilities

8. Select System > DHCP Server. In the DHCP Pools tab enter a Pool
Name (for example; Private) then, click on ADD. The DHCP Server
Pool screen will open.

In the Required Configuration tab Click the Assign IP address to
all DHCP clients on a subnet radio button.

Enter Subnet Address: 10.10.10.0

Enter Subnet Mask: 255.255.255.0

Under DHCP Options enter Default Gateway: 10.10.10.1

NetVanta 3448 =
| DiCP Server > DHCP Pool "Private”

DHCP Server Pool "Private”

| Required Configuration || Optional Configuration || Nurmbered Options |
Create a pool for each subnet containing DHCP clients. A pool must also be created for
each host requiring a reserved (fixed) IP address.
IP Addresses
@ Assign IP addresses to all DHCP clients on a subnet.
Subnet -
e 0 = 10 = 10 - 0 t)
Subnet Mask: 255 ., 255 . 255 .0
(") Reserve a fixed IP address for a single host.
ol 2
DHCP Options
Default Gateway: 10 ., 10 .10 1 (7}
Lease Time: 1 days 0 hours 0 min. 1‘:’}

Figure 13-2 DH

CP Server Address

10. Click on the Apply button.

Note: If a“Invalid NTP IP address” message appears go to Step 11.

Administration Manual Apr. 2014
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ADTRAN NETVANTA 3448 SETUP

Router Interface Setup

Getting Started
Setup Wizard
System Summary
Public Interface
Private Interface

Passwords

IP Services
DHCF Server
Hostname / DNS
LLDP
SNMP

Data
Monitoring
Utilities

11. In the Optional Configuration tab enter the DNS address(es)
provided by your Internet Service Provider. Be sure the NTP Sever
data fields are empty then, click on Apply.

NetVanta
Save Logou|
| pice server > orcp pool prwate

DHCP Server Pool "Private”

_IRequired Configuration || Optional Configuration || Numbered Options |

Use this tab to configure values for DHCP named options.

Domain Name: | |
Your DNS server IP address
Your DNS server |IP address
I I ..

I I ..

I I ..

I I ..

TFPServer: [ |

I I ..

o]

O

Primary DNS:
Second DNS:
Third DNS:
Fourth DNS:
Primary WINS:

Secondary WINS:

NTFP Server:

Timezone offset:

& & 88 & 0o s &8 e

NAP:

12. Select System > DHCP then, select the Excluded Range tab. Enter
the range of IP addresses that should not given out to DHCP clients.
These are IP addresses (typically 50 addresses) you are holding in
reserve so that they can be assigned as static address for servers
and other devices. Click on Add.

13-6
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ADTRAN NETVANTA 3448 SETUP

Router Interface Setup

NetVanta 3448

Save Logout

= System
Getting Started
Setup Wizard
System Summary
Physical Interfaces

Passwords

IP Services
DHCP Server
Hostname / DNS
LLDP
SNMP

Data
Monitoring
Utilities

DHCP Server Settings
DHCP Pools Excluded Ranges |

Exclude ranges of IP addresses reserved for hosts with static IP settings. The server
will not assign IP addresses from the start IP address through the end IP address.

Add an Excluded Range
Start IP Address: 10 . 10 .10 .1 (7]

End IP Address:
(Optional)

10 .10 .10 .|s0 (7]
Excluded Ranges

Start Address End Address
There are no excluded ranges in the DHCF database.

DHCP Pool updated successfully.

DHCP Leases

Lease Persistence

Enshls | ascs O i =1

Administration Manual Apr. 2014
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SETUP THE FIREWALL Router Interface Setup

SETUP THE FIREWALL Use the Adtran Wizard to the setup the firewall.
1. Select Data > Firewall Wizard from the Adtran menu. Then click on
Next.
| @I\i\iﬁﬂﬂ Management Interface |Z| ’%\ Fg]
o IE
;:;::jaguutmg Welcome to the Firewall Config Wizard

VRRP

Firewall Wizard

Security Zones
Wireless
AC / AP Discovery
APs / Radios / VAPs
Clients
MAC Access List
AP Firmware
VPN
VPN Wizard
VPN Peers
Certificates
Network Monitor
Wizard
Probes / Schedules /
Tracks
Probe Responder
URL Filtering
URL Filters
Top Websites
SIP Proxy
SIP Server Settings
Local SIP Proxy

‘Welcome to the Firewall Wizard

The Firewall Wizard will allow you to perform a basic configuration of your firewall.
The settings selected in this wizard will overwrite any previous firewall
configuration and will interrupt all network traffic routed through the
NetVanta.

Click Next to continue.

Next > Exit

2. Select the eth0/1 interface from the pull-down list in the Interface field
then, click on Next.

3. Click on the radio button for: No, | don’t have any servers that need to
be accessed from the internet. Then click on Next.

4. Click on Finish.

CORTI =3

Internet Connection Sharing Enabled
All Internet access from the interfaces listed below will share the IP address
'192.168.123.122' from the public interface "eth 0/1".

Confirm

Port Forwarding
There are no servers selected that will be accessible from the internet.

WARNING: Clicking the finish button will overwrite your current firewall
ote that 192168123122 is the settings with the settings shown above.
F address of the WAN side.

[ <Back L] [ Finish ]> Exit

5. The router LAN IP address is set as the Default Gateway for the LAN
subnet automatically.

6. When the wizard is complete click on EXxit.
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SETUP THE FIREWALL Router Interface Setup

7. Select Data > Firewall/ACLs. In the Basic Setup tab check-mark the
firewall security Enabled box.

aData Firewall Configuration
Switch
Ports _Basic Setup > 1l ALG Settings |
Port Authentication
Port Security Configuration for the firewall security features.
Storm Control
Link Aggregation Enable: Enable or disable the firewall, &
VLANS
5 Enable or disable Stealth TCP
Spanning Tree Stealth Mode: [ : (7]
MAC Forwarding _
i Of Servi Defa_ult TCP i ! Used when protocol/port is not
ass. el Timeout: |£——| FT El e set, (Default 10 mins) L)
Stacking
Paort Scheduler Default UDP . Used when protocol/port is not
- i min. [0 | sec. : (7]
T LG Timeout: = set. (Default 1 min)
Default Gateway Default ICMP Used when protocol/port i
: prol lfport is not
Routing Timeout : ’:l L = set. (Default 1 min) L)
Route table
1P nterfoces
Loopback Interfaces
GRE Tunnels
QoS Wizard Add / Modify / Delete IP Policy-Timeouts
QoS Maps 0L z : i
Bridgi The NetVanta creates 'Associations' for all traffic routed through it. These 'As=sociations'
ndging timeout after a period of inactivity; some applications reguire the period of inactivity to
UDP Relay be fairly large (a day, days, a week). You are able to create specified timeouts for
Demand Routing these types of applications here.
VRRP ——
Firewall Add an IP Policy-Timeout
Fiel ot Protocol: | TCP (% Specify the data protocol.
Security Zones Selert nr ifir 2 nnet

8. Inthe ALG Settings check-mark the FTP ALG and SIP ALG boxes.
Ensure that all others are off.

NetVanta 3448

Save Logout

Firewall Configuration

[ Basic Setup [ ALG Settings |

Configuration for the firewall ALG features, &
Enable/Disable ALGs
FTP ALG: [¥] Enabled
H.323 ALG: [] Enabled

PPTP ALG:

SIP ALG: [V] Enabled

Firewall Settings updated successfully.

Add / Modify / Delete IP Policy-Timeouts

Th, FEeED o e e tad h, b Ty

9. Click on the Apply button.
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SETUP THE FIREWALL

Router Interface Setup

10. Select Utilities > Reboot unit. Click on Save and Reboot.

NetVanta 3448

Save Logout

System
Data
Monitoring
o Utilities
System

Port Mirroring
Configuration
Firmware
Logging
Debug Unit
Troubleshooting
Language
Two-way Ping

‘Telnet To Unit

Collapse Menus

Reboot Unit

Click 'Save and Reboot' to write your current settings and reboot the unit. Click
'Reboot (Do Not Save)' to reboot the unit without saving your current settings. Any

changes that have been made since last saving will be lost.

Rebooting the unit will temporarily disrupt network traffic. The connection to the unit
will be lost while the unit is rebooting. Please wait at least 60 seconds before

attempting to restore the connection.
[ Save and Reboot _]_)[ Reboot (Do Not Save) ]

11. Set your PC to use DHCP.

12. Verify that you can access the internet.

13-10
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ADTRAN QoS CONFIGURATION Router Interface Setup

ADTRAN QoS 1. Login to the Adtran NetVanta Router.
CONFIGURATION

2. Define WAN bandwidth subscribed from Internet Service Provider
(ISP). Select Data > IP Interfaces.

ADRAN

NetVanta 3448

Save Logout

System
=Data
Switch
Ports
Power Over Ethernet
Port Authentication
Port Security
Storm Control
Link Aggregation
WLANs
Spanning Tree
MAC Forwarding
‘Class Of Service
Stacking
Port Scheduler
Router / Bridge
Default Gateway
Routing

Reutetatie
IF Interfaces

IP Interfaces

This iz a list of all of the IF interfaces configured in this unit. View or edit the
configuration of an interface by clicking its name. New VLAN interfaces can be created
by =electing the WVLANs item on the menu bar, and then selecting Add New VLAN.

IP Address Netmask
10.10.1.1 255.255.255.0 Interface VLAN
ISP Provided IP Address 55.255.255.0 Ethernst

Figure 13-3 Select WAN Interface

Click on eth 0/1.

Specify the bandwidth that was subscribed from the ISP. In the
example shown in Figure 13-4 the data rate is 1.5Mbps. This is the
uplink rate. Check mark the Traffic-Shaping box then, enter the data
rate in the Traffic-shaping rate field.

Switch
Ports
Power Over Ethernet
Port Authentication
Port Security
Storm Control
Link Aggregation
VLANE
Spanning Tree
MAC Forwarding
Class Of Service
Stacking
Port Scheduler

‘Router / Bridge
Default Gateway
Routing
Rulite tablE
Loopha terfaces

GRE Tunnels

QoS Wizard

GoS Maps

Bridging.

UDP Relav

Configuration for "Ethernet 0/1"

Easic configuration for the Ethernet interface.

L e — Description label
Description: | QA SITEZ Public fopBonal)

: Enable or disable this
Al interface.

1 B Selection of Auto will
Speed/Duplex: | Auto &l auto-negotiste the best
. speed and duplex.

Factory MAC 5 i ] 2 : The factory Medis Access
Address: 00 =80 Bl D2l Control address

MAC Address 0 Check to allow MAC

Masquerade: Address Masguerade.

Traffic-Shaping Enable traffic-shaping.

) OCutbound rate in bits per
TrEﬂ"‘ﬁc:-Sl’1Eir second <1000-
100000000=

Figure 13-4 Enter the ISP Data Rate (1.5Mbps shown in this example)

5. Scroll down to click on the Apply button.
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ADTRAN QoS CONFIGURATION

Access Control List

Access Control List

6. Create matched Access Control Lists (ACL) for Inbound and
Outbound QoS Maps. At the bottom of the screen, select Data >
Firewall / ACLs. Click on the Configure ACL button.

Firewall

Wireless

AC [/ AP Discovery
APz [ Radios / VAPs
Clients

MAC Access List

AP Firmware
VPN

VPN Wizard

VPN Peers
Certificates
Network Monitor
Wizard

Probes / Schedules /
Tracks

Probe Responder
URL Filtering

URL Filters

Top Websites
SIP Proxy

SIP Server Settings
Local SIP Proxy

Protocol: EITCP E;J Specify the data protocol.
: S _ Select or specify 5 port
Port Type: | echo (?]_ E_J value. Valid specified

values are 1-65535.

Customize the timeout
interval.

| days |0 hours 1 |min. o | sec.
' - S (Default 1 min.)

Timeout: |0

Add/Modify |

Delete Entries
Click the 'Delete’ button to remove a port timeout for a protocol.

Timeout
(dd:hh:mm:ss)
There are no port timecouts, other than default, that are =et.

Bl Protocol Port

Access Control Lists

Allows you to modify any ACL currently defined in the system and add new ACLs for

use in QoS or SNMP.
C:D

Figure 13-5

Define Matched Rules For QoS Map

7. If you have uploaded the Configuration File you can go to Traffic
Class Queuing on page 13-16.

8. Create an ACL for VolP ports and another ACL for data ports. Enter a
name that describes the application for the new ACL (VolP-Out) into
the ACL Name field. Then click on the Add New ACL button.

System
B Data
Switch
Ports
Port Authentication
Port Security
Storm Caontrol
Link Aggregation
VLANS
Spanning Tree
MAC Forwarding
Class Of Service
Stacking
Port Scheduler
Router [/ Bridge
Default Gateway
Routing
Route table

Firewall > Access Control Lists

NetVanta 3448

Save Logout

Access Control Lists

MNew ACLs can be added by clicking the "Add New ACL" button. Existing ACLs can be modified,
deleted, or their evaluation order may be changed using the list below.
WARNING: Removing or modifying an existing ACL could affect network traffic.

Add New ACL
ACL Name: VoIP-Out zfz.ﬂame to uniquely identify this
ACL Type: I:?'I Extended g standard ACL controls traffic only
| standard y the source IP address.
[ Reset |[ Add newacL |
Modify/Delete ACLs

To view or modify an existing ACL, click the "Name" link in the desired row.

Figure 13-6 Enter a Descriptive ACL name (this example is the VoIP ACL)

13-12
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Access Control List

9.

In the dialog box click on the Add New Traffic Selector ... button.

Firewall > Access Control Lists > VoIP
Add [/ Modify / Delete Traffic Selectors

Configure one or more traffic selectors that define the traffic to be matched.

Add New Traffic Selector

[ Add New Traffic Selector... ]

Modify/Delete Traffic Selector

Protocol  Source Network/Ports Dest Network/Ports
There are no configured Traffic Selectors

Priority

Type

Figure 13-7 Add Traffic Rules to VolP ACL

10. Set the ports and the protocol to allow the ports shown below in the

table. Set:
Filter Type to Permit
Protocol to (value from the table)

Destination Data in the Destination Ports area, select Specified,
select Equal to for a single port or Range for a range of ports. Enter

the port(s). Then, click on Apply.

PortSecurity
Storm Contral Filter Type: @
Link 2ggregation Deny
VLANS =
Spanning Tree Protecel: ! e
MA&LC Farwarding
i Any
Class OfSarvice ICMP Message @
Stacking Type (ICME Only) well Known
Bart Scheduler
Router / Bridge
Default Gatzway SIS
Routing @ A
?pu l;::::f: IEZE 2 1P Address Squrter;T!P Adu:rrass or
5 hostname of
Loopback Interfaces Source Addrass: sessions originating in
GRE Tunnzls Hostblcinct Mask: | Securiy Zore
QoS Wizard ) Hostnams affecred.
QoS Maps ]7
Eridging
UDE Relay @ Any 2
ports of
Diemand Routing Source Borts O well Known SGSS'.G.‘ﬂsG’fgl.J.?IE'ETIg in
MRRE {TCP/UDE Only) Security Zone VPN
e Sy "l O specified that should be
irewal ] 1 sffecred.
Firewall Wizard
Firgwall / 2CLs Destination Data
Security Zonss
Wireless @ Any
g f:‘\pi)iscfverv O 1P Address Destination IP
APs /Radios /WAPs ; .
iy el T T R
Host/Network: i g
MAC Access List M i‘:;i};’;; arl‘}z;red
AP Firmware O Hostnams " =
VPN ]
VBN Wizard
VPN Paers O any Destination ports of
Certificates D_esl:inration Ports‘ O well Known ﬁj;?gf;ggﬁf;{:.g i
Network Monitor [TCR/UDE Only) Specifizd that should be
Wizard | Equal To affected.
Probes / Schedules [ £ L

Figure 13-8 Permit Traffic to VoIP ACL (Example: TCP traffic on port 2944 is allowed)
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ADTRAN QoS CONFIGURATION

Create LAN to WAN QoS Maps

Allow the following ports:

Protocol | Source Data Destination Data Use

UDP Any 5060 Only for SIP telephones

1007 TCP Use by the System monitor Applet

Messaging 1008 TCP (F:Zﬁ tf)ari:nlfczrpt:)river and Email

UDP Any 1718~1719 IPTs

TCP Any 2944 IPTs

TCP Any 8446 IPTs

UDP Any 27000~27399 (up to 60 users) RTP

27000~28903 (more than 60 users)
UDP 49152~49154 Any RTP

Create LAN to WAN QoS

Maps

11. Repeat Step 9 and Step 10 to setup all of the ports shown in the table

above.

Add / Modify / Delete Traffic Selectors

Configure ene or more traffic selectors thatdefine the traffic to be matched,

Add New Traffic Selector

Permit

Bermit
Bermit
Bermit

Bermit

Source MNetwork/Ports. Dest Network/Parts
uoe any: any any: = 5060
uop any: any any: 1718-1719
TCP any: any any: = 2544
upe any: 49152 -49154 any: any
uoe any: any any: 27000-27355

Figure 13-9 Permitted Ports for Outbound VoIP (example)

12. Select Data > QoS Maps enter ‘VIPedgeQoS’ as the Map Name.
Enter Sequence Number 10.

MAC Farwarding
Clazs Of Service

Stacking

Fort Scheduler
Router / Bridge

Ciefault Gateway

Routing

Fouts tabls

1P Interfacss

GRE Tunnels

Lospback Interfaces

Add [ Modify [ Delete QoS Map

Configure a3 QoS map [ 7]

oS map tag. [ maximum of 79
characters)

Sequence to insert into QoS map entry.
Valid values are 0-65535.

Modify/ Delete a Qo5 Map

To view or modify an existing QoS map, click the linkin the desired row. & ' in the
bandwidth celumn denctes class based bandwidth-shaperinfermation. Thiz infarmation

will be displayedin parantheses separated by commas, Otherwise, the bandwidth is
priorite bazeg

Figure 13-10 Create Outbound “VIPedgeQoS” for VolIP

13. Click on Add.

13-14
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ADTRAN QoS CONFIGURATION Create LAN to WAN QoS Maps

14. In the Packet Matching tab check-mark the box List and select VoIP-

Out.

AL FOT Wﬂlﬂlng

SaaRiec ke Packet Matching bl Packet Markin |l i

Stacking J¥/ : g QueLing

Port Scheduler ] pisable Disshle packet matc

Router / Bridge

Default Gateway [] match any St 2 Shlett (7}
Routing

Route table Owand [+

1P Interfaces

Loopback Interfaces r‘—“ =
GRE Tunnels D oiar :

QeS—izard

QoS Maps [ 1P rTP

S Start Port | ooa SEE e @
UDP Relay End Port i:

Demand Routing Enable Even and Odd Ports [

WRRP

Firewall [] precedence

Firewall Wizard il el gl Tah=

Firewall / ACLs FalrelFo0F =

Security Zones

Wireless IM_ah:‘h L.rslr'ng access-list, Go to the
Snnimle Lst VoIP-Out e A bkt e
APs / Radios / VAPs e bottom of the page to configure an
Clients 'Extended ACL'.

MAC Access List

AP Firmware [ &ridged
VPN =

15. Scroll down to check-mark the DSCP box. Click on Add a new DSCP
line.

Demand Routing ' -
VERP Enable Even and Odd Ports

Firewall
Firewall Wizard [7] precedence

Firewall / ACLs [ i 7 i 1 o [ s
Security Zones o |m: [Ef: [E)-
Wireless
AC / AP Discon Match using access-list. Go to the
.I =y 'Firewall' page and click on the

APs / Radios / VAPs List  VoIP-Out ~ "Configure ACLs' button at the bottom
Clients of the page to configure an 'Extended
MAC Access List —

AP Firmware
VPN

VPN Wizard

VPN Peers
Certificates DsSCP Match IP packet DSCP value(s).
Network Monitor
Wizard

Probes / Schedules /

46 * |H3 * <nonex -
Tracks

Probe Responder :
URL Filtering Add a new DSCP Line

URL Filters

Top Websites

] Bridged latch fremes being bridged.

D NetBEUI latch bridged NetBEUT frames.

16. In the DSCP Values field enter 46, 26 then, click on Apply.
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ADTRAN QoS CONFIGURATION

Traffic Class Queuing

Traffic Class Queuing

Queuing

19.

Note:

20.

18.

17. Click on the QoS map you just created in Step 12. Click to select

Traffic Class Queuing. Under Shaping click to check-mark the

Average box.

O match Al

O QoS-Policy

| PackstMatching

O Disable

Q Prigrity Gusus Bandwidth

O Unlimited priarity bandwidth

PackstMarking

Parcent Total
Limit
Burst
| ® Trafic Class Queauing
Eandwidth
d Jeent Toral 1-100% of TOTAL interface BW
-100% MAINING intarfac
ﬂcentﬂemaining JBN:'DD & of REMAINING interface
e Limit {B-1000000 Khits/sec)
wmitted infarmation rate in bps
704000 (8152 1000000000).

Burst size in bytes (1600-625000).
Inciude Ethernet CRC and VLAN tag

dlint Ethernst Overhead byres in the packer size.

w‘

[c=-

:=Q:__] L;;L)

Figure 13-11 Create outbound QoS “VIPedgeQoS”

The Adtran NetVanta router will reserve 25 percent of the bandwidth

for system critical functions.

In this example the ISP provided a 1.5 Mbps connection. The router

will reserve 25 percent of the
1250000 bps.

1500000 bps = 375000. That leaves

Multiply the number of VolIP channels by 88000 bps. Enter this value
in the Committed information rate field. For example, if the system
has 8 channels the calculation would be: 8 x 88000 = 704000.

If this number is greater than the number calculated in Step 18

you will need an ISP connection with a higher data rate.

Click on Apply.
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ADTRAN QoS CONFIGURATION WAN to LAN Configuration

21. Select Data > QoS Maps. Scroll down to the QoS-policy assignment
and statistics area. On the eth 0/1 line in the Outbound QoS-policy
column select VIPEDGQOoS (the name assigned in Step 12.

e

VRRP

Podpeiny
o05-policy assignment and statistics
Firewall Wizard Uaspalicy g

Firewall / ACLs
Security Zones
Wireless

AC / AP Discovery Assign a QoS-policy to an interface's input/output.
APs [/ Radios / VAPs

Clients Bandwidth{Kbps) QaS-Policy

Modify Assignment

Available Outbound

ol sl vian 1 75000 <none= - <nonex -
apF -
Sl eth 0/1 1125 <none> v  VIPEDGEQoS ~
VPN
VPN Wizard eth 0/2 o <nonex - <nonex -
VPN Peers
Reset Appl

it

Network Monitor

Wizard Shaping statistics

Probes / Schedules /

The shaping information for a QoS-palicy and its assigned interface is listed below.
Tracks

Probe Responder oy edmce 554, VORS  Dropesd  oelared
URL Filtering VIPEDGE..-10 sth 0/1 0 0 0 0

URL Filters

Top Websites
SIP Proxy Map Conversation Statistics

SIP Server Settings Conversation information for interfaces that have been assigned QoS policies using class-

Local SIP Praxy based bandwidth queusing or priority rate limiters.

Palicy Matched Packets Dropped Packets

Interface

(Parent) (Bytes) (Bytes)
a Utilities ThisiGitino.prifiby Gcie o donvaSctDR nGTTam Svallobis

Monitoring

Claar All Statistics.

Figure 13-12 Configure Outbound QoS Map “VIPEDGEQo0S”

22. If you uploaded a Configuration File you can go to VIPedge
CONFIGURATION on page 13-19.

WAN to LAN These steps configure the VolP-In parameters.
Configuration . . .
g 1. Select Data > Firewall/ACLs. Click on Configure ACLs.

2. Enter VoIP-In as the ACL Name. Set ACL Type to Extended. Enter
VolIP-In in the ACL Name field.

NetVanta 3448

Firewall > Access Control Lists

Save Logo

Access Control Lists

Seluanemaatan New ACLs can be added by clicking the "Add New ACL" button. Existing ACLs can be modified,

Port Security deleted, or their evaluation order may be changed using the list below.
Storm Control 'WARNING: Removing or medifying an existing ACL could affect network traffic.

Link Aggregation

Add New ACL

WILANs

Spanning Tree AcL Name: VOIP-In ;f&e name to uniquely identify this
MAC Forwarding =

SRR (@ Extended A standard ACL controfs traffic only
Stacking ACLType: _ by the source IP address.

) Standard .

Port Scheduler
Router / Bridge

Default Gateway

Routing Modify/Delete ACLs

Route table To wiew or modify an existing ACL, click the "Mame” link in the desired row.

Click on Add New ACL.

In the dialog box click on the Add New Traffic Selector... button.

E
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ADTRAN QoS CONFIGURATION WAN to LAN Configuration

5. Inthe Firewall/ACL screen select Filter Type as Permit.
In the Protocol field select udp.
In the Source Data section select Any.
For Source Ports select Specified then, select Range.

Enter the range of 27000 to 27399 (up to 60 users) or
Enter the range of 27000 to 28903 (over 60 users).

Click on Apply.
6. Select Data > QoS Maps. Enter the map name: VolP-In-QoS

Save Logoy
Add / Modify / Delete QoS Map
Port Authentication Configure a QoS map (7]
Port Security
Storm Contraol Add New QoS Map
Link Aggregation Map QoS map tag. ( maximum of 79
VLANS Name: /om0 1008 characters)
TEmnnnG Teos Sequence Sequence to insert into QoS map entry.
MAC Forwarding Number: Valid values are 0-65535,
Class Of Service
Stacking Aeld
Port Scheduler T

In the Packet Matching tab:
Check-mark the List box and select VoIP-In

9. Check-mark the DSCP box. In the DSCP values click on Add a new
DSCP Line, select 46 and 26.

10. In the Packet Marking tab select DSCP then enter 46.
11. Click on Apply.

12. Select Data > QoS Maps. Scroll down to click on eth 0/1 Inbound
Policy. Select VIPEDGEQO0S, vlan VolP-In-QoS.

13. Click on Apply.
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VIPedge CONFIGURATION

WAN to LAN Configuration

VIPedge CONFIGURATION

1. Login to the VIPedge call processor Enterprise Manager.

Select System > System IP Data.

Set the following parameters. Refer to Figure 13-13.

Diffserv: Enable
TOS Field Type: DSCP
DSCP: 46

| System | Station | Trunk | LCR/DR | IPedge Het | Maintenance | App

Disable

Disable

fg. System - System IF Data

Servers: NIt

(@)@

M |

\:‘ Automatic Assignment of Station ID:

-

& Terminal Authentication:

-

Enable

Critical (ESP

Mormal

Marmal

Mormal

O piffserv:

O 105 Field Type:
DSCP

© 105 Delay Type:
© T0S Throughput Type:

© T0s Reliability Type:

& psce:
45

O 1EFEBOZ2.1p:
Disable -
) IFFEB02.1p Configuration:
\Vioice hd

(3] IP-IPedge Identifier:

@ Tail Length of Echo Canceller:
16 msec hd

@ Gain Control of IPT:

High hd
© System IP CED Controk

Dizable -
@ IPedge Mode:

Dizable -

@ Maximum T.38 Fax Hops:
2 -

@ Tail Length of Echo Canceller
64 msec -

Figure 13-13 Setup IPT Traffic for Diffserv and DSCP 46

NETWORK SECURITY

Change the User Name and Password of your NetVanta router. Record
the new login information in a secure location.
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NETWORK CONFIGURATIONS WAN to LAN Configuration

NETWORK The following diagrams show three different network topologies. The
CONFIGURATIONS recommended configuration is shown in Figure 13-14.

VIPedge
Service

Figure 13-14 Recommended Network Topology

The network configuration shown on the left side of Figure 13-15 is
functional but not optimum. The network configuration shown on the right
side of the figure is not acceptable.
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NETWORK CONFIGURATIONS

WAN to LAN Configuration

VIPedge
Service

Customer’s
Existing Router

Functional but Not Optimal

VIPedge
Service

Customer’s
Existing Router

Do Not Use This Configuration

Figure 13-15 Other Network Topologies
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Chapter 14 — Customer Admin Portal

This chapter is the same information that is available in the VIPedge
Customer Administration manual.

CUSTOMER This document is a guide to the VIPedge Customer Administration Portal.
ADMINISTRATION

Outline  The Customer Portal is the administration entry point for VIPedge system
Users.

New Customer «  You must login to your account to setup a password and, as needed,
edit the Account Details.

All Customers  +« Change credit card/bank information
* View the billing history
* View call detail records which include the cost of calls
* Modify the auto replenish setup
e Change password

Customer Login 1. When your quote was processed by the dealer you received an email.

2. The email contained your user name (your email address) and a
temporary password.

3. Use one of these browsers to access the VIPedge portal.

* Internet Explorer 7 or 8
4. Login to the VIPedge portal at www.vipedge.comfi

//Pedge Customer Log In

EE U -

Forgot your password?

TOS H I BA For Sales and Support Call:
Leading Innovation 22> 888-964-6443

Products Solutions Resources Support All

BObLUSt TelerE)lhony 8ilUn|ﬂcled Clorr
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ACCESS EMPA

Customer Login

ACCESS EMPA

MUSIC ON HOLD

5. The first time you login the system will require a new password. The
new password must be a ‘strong’ password with the following:

* At least six characters, not more than 16 characters
* At least one character must be a capital letter
» At least one character must be a number

e Atleast one character must be a special character
l@#$%"&*)(

6. Click on Account Details to review your account details.

Note: When entering or editing your address remember that there must
not be a - (dash) or period (.) in the address.

Your Dealer will send you a URL (IP address) to access the Enterprise
Manager Personal Administrator. This is the URL that station users will
use to access the EMPA for their stations without access to the Customer
Information such as billing and banking.

1. Launch an internet browser.

2. Copy the URL provided by your dealer into the address field of your
browser.

The Enterprise Manager login page will open.
Use your directory number as the login ID and password.

The system has a total of fifteen music sources plus Quiet Tone on the
Media server for Music On Hold (MOH). The administrator selects from
these 15 internal WAV files, and quiet tone. Administrators can upload

their own WAV files to the system.

This feature provides music or tone to a station or line that is held by a
station with Line Hold or Consultation Hold and the speech path is
released.

The music sources will ‘loop’ continuously. Whenever the music is
requested to start, it always plays from the beginning of the file.

Your dealer can assign the MOH source of your choice to the functions in
your system (trunk groups, Uniform Call Groups, etc.) in your system.

The following table shows the MOH choices.

Music Number Source
1 through 15 Music ((WAV) file on Media Server
Quiet Tone Media Server

14-2
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MOH COMPATIBLE WAV Programming

Programming To upload a custom MOH file.

Login to Enterprise Manager Personal Administrator.
Select Application > Custom MOH.

Click on the Browse button next to the MOH source number you
want to customise.

4. Navigate the audio file you want to upload. Refer to the Music On
Hold File Formats shown below.

5. Click on the Upload button.

Music On Hold File Formats The audio files can be named anything (as long as they end with .wav).

Supported audio wav files are shown in the table below.

Digitizing Method s;[rgr()gﬂ% Reﬁgiltust)ion Engi)ast)e
OKI ADPCM 6 4 24
OKI ADPCM 8 4 32
G.711 PCM
A-law and mu-law 6 8 48
G.711 PCM
A-law and mu-law 8 8 o4
Linear PCM 8 16 128
Linear PCM 11 8 88
GS_M 6.10 full rate 8 _value 13
(Microsoft format) ignored
G.726 bit exact 8 2 16
G.726 bit exact 8 4 32

MOH COMPATIBLE WAV The Media Server (MS) is specified to handle up to 15 MOH audio .wav
files. The audio files can be named anything as long as they end with
wav

CONVERT MP3 TO WAV An MP3 file can be converted to a compatible WAV file for use as a MOH

source. One method is by using a freely downloadable program called

Audacity® (http://code.google.com/p/audacity/). Audacity is a trademark
of Dominic M Mazzoni.

Note: Run the MP3 to WAV conversions on an administration PC, not
the VIPedge server.

The following procedure shows the MP3 to WAV conversion using
Audacity.

Administration Manual Apr. 2014  V/Pedge 14-3



CONVERT MP3 TO WAV

Programming

1. After installation, open the MP3 file you need to convert in Audacity:

File Edit View Transport Tracks Generate Effect Anslyze Help

Sy ay eI o i
: j ») B, W » 9 pi._. * W i\‘ EAT ‘v" T
[or R AT e Bhema ]l sl o[c] f[AA[EHP[ e

2:00

4:00 430 500

6:00

-1‘100 -3:0 h
X[kaimba1 ¥ [ 1.0 [l
Stereo, 44100Hz
32-bit float

Mute | _Solo

2 oject Rate (Hz):
£100 -

Selection Start @ End ) Length

Audio Position:

| snapTo[1[00h GO mOCsr [0 K00 maden “oon 00 Mmoo sy

2. |Ifin stereo, as shown above, convert the file from stereo to mono.
Select Tracks > Stereo Track to Mono.

File Edit View Transport [Tracks| Generate Effect Analyze Help

n | =

ER D PR

400 30 E

X|Kalimba1 W
Stereo, 44100Hz
32-bit float

Mute [ Solo

Add Mew

Stereo Track to Mono
iz and Render

Resample...

Remove Tracks

Mute All Tracks Ctrl=U
Untute All Tracks Ctrl+Shift+U

Align Tracks
Align and Move Cursor

Add Label At Selection Ctrl+B
Add Label At Playback Position Ctrl+M
Edit Labels

Sort tracks

T T
| R |

24412 0 p!; 24412 0

¥

k0o 330 4:00 430

5:00

W] =[c] Alel2lEr[o

5:30

6:00

TR 'T‘F"

m

Z|Project Rate (Hz):
Z| 44100  «

Selection Start

@ End @ Length

Audio Position

| snapmolF [G@noo moo ey |Duhdumonsj||uuh 00moos”
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CONVERT MP3 TO WAV Programming

3. Then, resample the file. Select Tracks > Resample. Set new sample
rate to 8000 Hz:

File Edit View Transport [Tracks| Generate Effect Analyze Help

E Add Mew , } ;I }
L i) el
=] j _j J Stereo Track to Mono -24 112 0 }BJ 24042 1
R Mix and Rendler b i {:|c‘-‘ ,&)|/®|p p|§|p|r ........ 4
Resample...
1:00 -30 g :
=T T Remove Tracks
Il 3";”;;;"“*‘ ; Mute Al Tracks Ctrl+U
| H\ﬁe [ 5. I UnMute All Tracks Ctrl+Shift+U
Firoetieie malfari Align Tracks
_._.4@_‘_‘4 fol
S k S Align 2nd Meve Curser
e | Add Label At Selection Ctrl+B

Add Label At Playback Position
Edit Labels

Cirl+M

Sort tracks

1 s ol
; Project Rate (Hz). Selection Start: @ End ) Length Audio F‘Uslllun
2 44100 ‘ snap T[] [00 00 m00 & [00 7 00 moo s% |Ll‘ﬁ' 057

4. Change the Project Rate to 8000 Hz:

File Edit View Transport Tracks Generste Effect Analyze Help

JIZ [ i 1
lLJ bj .J mj" »‘j .,/ p|H Wy 220 /eJ 242 0
CE—— p— (O L S

MUMMMMHJMMM!MUWNW“ ‘ .-.uuu.mHNWUIUJ.I.:IJJM.IMWMMWM‘. | il MII

tl

"{medﬁate( i
E | Snap To[C] B‘i@

Clic] g to resize the track.
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CONVERT MP3 TO WAV

Programming

5. Select Export to save the file.

File | Edit View Transport Tracks Generate Effect Analyze Help

New
Qpen...

Recent Files

Close
Save Project

Save Project As..

Import

Export..
Export Selection...

Export Labels...
Export Multiple...
Expart MIDL..
Apply Chain,..
Edit Chains...

Page Setup...
Print...

Exit

Save Compressed Copy of Project..

Check Dependencies..

Open Metadata Editor...

Ctrl+N ;;} } :
-0 ol E P ‘v\ | o412 5 ‘ﬂ " psaz 0
» - X
M\ \wlv&\@\wlwl ale] B[B[A &Hv\‘—@—-‘ —
Crl+ W J
230 3:00 330 400 430
ctrl+s . .

WW" MWWWMWWWW MWWWW :

: WMJML il il e WMWMMHMMMMW

I - r»

© End ) Length
0h00mOOsT

Audio Position
|baroomonss

Ctrl+Q

6. Inthe Export dialog enter the name for the file in the File name field.
In the Save as type field select Other uncompressed files.

7. Click on the Options... button. For R1.2 and later systems select
WAV (Microsoft) in the Header field and Signed 16 bit PCM in the
Encoding field. For R1.1.2 (and earlier) systems select WAV
(Microsoft) in the Header field and Unsigned 8 bit PCM in the
Encoding field.

File Edit View Transport Tracks Generate Effect Analyze Help

Desktop

Libraries

Computer

Metwaork

| T R L

: s =1 N1 TiT T

2| @ eport File = . . .

z ¥ _—— . ooz

: Savein [ Desiton - @F e m- 2

4 DEIEAFE

= ’.L.- 5

1.00 b | Libraries dsuh : :
= =1| System Folder l& System Falder : :

Recent Places 5

Un(umpfassed Export Setup

Header: WAV (Migrosoft) -
Encoding: [Uns'gnedeb«t PCM _v]

{Not all combinations of headers and encodings are possible.)

@ File name

Save as hype:

Kalimba -

Other uncompressed fles -

- Project Rate (Hz):

S8000 - | snapTel 00500 m00s7 00700 m 0057 |50 00 m00 5T

Selection Start: @ End (O Length Audio Position

Click and drag to select audio

8. Click on Save.

14-6

V/Pedge. Administration Manual Apr. 2014



UPLOAD WAV TO VIPedge

Adjusting MOH Volume

9. Inthe last dialog box, click on Clear and then OK.
File ~ Edit g2
: Edit Metadata I |
: II/ Use arrow keys (or RETURN key after editing) to navigate fields. [
f Tag | Value |
2 4 | |artistName
[Track Title
00 fabumTite
X [Kalima | |Track Number
Mong, 5000| [ear
32-bit float [ [Genre
Iute | Comments
Er
B
.
[ add ] [ Remove | [_gex ]
Genres Template
gdte. | [ Reset.. | [ toadu, ] [ save.. | [setDefaut |
4| m —
EF'rrorjrem Rateerz)' Selection Start: @ End (O Length Audia Position
:| 8000 - ‘ SnapTo[1] [00 h 00 mDO s¥ [00 R 00 MOD s™ ‘ [obhoamooer

Adjusting MOH Volume

UPLOAD WAV TO VIPedge

Use Audacity to adjust the volume using the Effect > Amplify function
after the MOH file is loaded into the Audacity application.

Upload the WAV file to the VIPedge server using Webmin.

1. Login to Enterprise Manager. Select Application > Webmin.
2. Select the server or customer.

3. In Webmin select IPedge > Upload/Download MOH Files.
Upload and Download Music On
TOSHIBA ;
Hold Files
Login: Advanced
O system Upload to server  Download from senver
Servers This page allows you to upload one or more MOH (Music On Hold) files from the PC haosting
@ Others the IPedge Entprise Manager application. For a list of supported audio wav file format,
@ Metworking please refer to the Feature Description documentation under the Music on Hold section.
@ Hardware
IPedge Upload files to server
Backup and Restare Files to mon 1 [ || Browse_
Log Collection upload —_—
Make MER in USB MOH 2 Biowse
Program Update RPMS MOH 3 Browse. .
RAID
Browse. .
Upload/Download MOH files MO e
MOH 5 Browse...
Search: MCH & _ Browse.. |
i MOH 7 Browse...
I System Information MOH 8 Browse..
Logat MQH 9 Browse...
MOH 10 Browse...
MOH 11 Browse...
HOH 12 _Browse...|
OH 13 _Browse..|
WMOH 14 Browse...
WMOH 15 Browse...
Upload
Reset MOH to Factory Defaults
ResetMOH | WARNING: Resetting MOH will replace all MOH Music files with
Factory Default Music files.
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BACKUP Adjusting MOH Volume

4. Click on the Browse button next to the MOH number for this file.
5. Browse to the WAV file you just converted.
6. Click on the Upload button.

BACKUP The Music On Hold files are not part of the System Backup. Toshiba
recommends that you maintain a backup of the MOH files that were
uploaded to the VIPedge server in a secure location.
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THIS IS THE END OF THE DOCUMENT.
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